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Abstract

Given the rapid advancements in the field of quantum computing, the need for a robust

post-quantum cryptosystem has become increasingly urgent. The McEliece cryptosystem,

or equivalently the Niederreiter cryptosystem, is a promising quantum-resistant alternative

that facilitates faster encryption and decryption processes. Both of these cryptosystems

rely on a type of code called the Goppa code. However, a significant challenge with these

cryptosystems is the large size of the keys − both private and public. These keys are typ-

ically represented using large matrices, which complicates the implementation and deploy-

ment of these cryptosystems.

To address this issue, numerous efforts have been made to replace Goppa codes with codes

that reduce the key size while maintaining security. One such modification, discussed in

[15] and [16], involves substituting the Goppa codes in the McEliece and Niederreiter cryp-

tosystems with quasi-cyclic codes. This adaptation results in a variant of the cryptosystem

that is not only quantum secure but also offers enhanced performance in terms of trans-

mission and encryption rates, along with significantly smaller key sizes. In this work, we

develop one such cryptosystem based on quasi-twisted codes.

To successfully develop a secure and efficient code-based cryptosystem, it is essential to

have an effective decoding algorithm for the underlying code. In the context of quasi-

twisted (QT) codes, one of the primary challenges is ensuring the existence of such a de-

coding algorithm. To achieve this, we propose a syndrome-based decoding approach, which

efficiently corrects errors up to the Hartmann-Tzeng (HT)-like bound, which defines the

maximum number of errors that can be reliably corrected without compromising the struc-

ture of the code.

Quantum Fourier Sampling (QFS) plays a central role in many quantum algorithms, in-

cluding Shor’s algorithm, and proving that a cryptosystem can withstand QFS is consid-

ered a critical measure of its quantum security. Therefore, a cryptosystem that resists QFS

is considered to be secure against quantum attacks. The quasi-cyclic code-based cryptosys-

tem has been demonstrated to be resistant to QFS-based attacks. Furthermore, there are

no known attacks on the cryptosystem.

The security of a code-based cryptosystem is fundamentally tied to the indistinguishabil-
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ity of the underlying code from a random linear code. We explore the development of a

Niederreiter-like cryptosystem based on quasi-twisted codes and thoroughly analyze its se-

curity. Quasi-twisted codes [17], are a generalization of cyclic codes, constacyclic codes,

and quasi-cyclic codes. By utilizing the general structure of quasi-twisted codes, as op-

posed to quasi-cyclic codes, we present a broader alternative to cryptosystems based on

quasi-cyclic codes. We show that our cryptosystem can withstand QFS.

xii



Contents

Abstract xi

1 Introduction 1

2 Coding Theory 3

2.1 Finite Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.2 Vector space . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.3 Linear Codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.4 Examples of linear codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.5 Bounds on the minimum distance of codes . . . . . . . . . . . . . . . . . . . 12

3 Cryptography 19

3.1 Public Key Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2 Code-based Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.3 Variants of McEliece and Niederreiter cryptosystems . . . . . . . . . . . . . 24

4 Quasi-cyclic codes 29
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Chapter 1

Introduction

In 1994, Peter Shor developed a quantum algorithm for integer factorization which is a

potential threat to existing public key cryptosystems once large-scale quantum comput-

ers get deployed. Post-quantum cryptography has emerged as an alternative technique to

secure information. This field focuses on developing cryptosystems that are resistant to at-

tacks from a quantum computer. Ideal cryptosystems will have sizes and computational

complexity comparable to existing classical systems. Such cryptosystems are said to be

quantum-resistant. Code-based cryptography is one of the candidates for post-quantum

cryptography, whose security relies on the use of hard problems from algebraic coding the-

ory, such as the NP-complete problem of decoding a random linear code, to develop the

cryptosystem. A detailed explanation and background for broader topics in code-based

cryptography can be found in [1] and [2].

The McEliece cryptosystem [3], or equivalently, the Niederreiter cryptosystem [4], are promis-

ing code-based quantum-resistant cryptosystems. These facilitate faster encryption and

decryption, but the large size of public and private keys renders their implementation al-

most impossible. This challenge arises due to the use of Goppa codes to develop them.

Numerous efforts have been made to replace the Goppa codes with codes that reduce key

sizes while maintaining the security. In chapter 6, we propose one such cryptosystem. Our

adaptation is based on a Neiderreiter-like cryptosystem developed in [15] and [16], where

the underlying code is a quasi-cyclic code. This cryptosystem withstands Quantum Fourier

Sampling (QFS) attacks, which is a measure of security. It is not only quantum secure but
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also offers enhanced performance in terms of transmission and encryption rates, along with

significantly smaller key sizes. We use quasi-twisted codes [17], which are a generalization

of quasi-cyclic codes, to develop our cryptosystem and analyze its security.

To successfully develop a secure and efficient code-based cryptosystem, it is essential to

have an effective decoding algorithm for the underlying code. To achieve this, we propose

a syndrome-based decoding approach in section 5.4, which efficiently corrects errors in ac-

cordance with a Hartmann-Tzeng (HT)-like bound on the minimum distance of the code,

which defines the maximum number of errors that can be reliably corrected without com-

promising the structure of the code. The algorithm that we describe has a computational

complexity which is quadratic in code length.

This thesis is organised as follows: Chapters 2 and 3 give all the necessary background in-

formation to understand the thesis. Chapter 2 talks about the linear algebra basics and

introduces the concepts in coding theory. In Chapter 3, we see a detailed explanation of

public key cryptography and code-based cryptography, including the pioneers in the lat-

ter (namely, McEliece and Niederreiter cryptosystems) and some of their notable variants.

This chapter concludes with a quantum-secure modification of the Niederreiter cryptosys-

tem based on quasi-cyclic codes. In the subsequent Chapter 4, we analyze these quasi-

cyclic codes, which are a generalization of cyclic codes. A more generalized code, quasi-

twisted codes, are studied in Chapter 5 to understand their applicability to a Niederreiter-

like cryptosystem. Subsequently a syndrome-based decoding algorithm is presented in this

chapter in Section 5.3. Ultimately, Chapter 6 describes a new variant of Niederreiter-like

cryptosystem based on quasi-twisted codes.
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Chapter 2

Coding Theory

Coding theory is concerned with the reliability of communication by handling distortions

due to channel noise. When a message is transmitted through a noisy channel, it is neces-

sary to detect and correct the errors in the received message so as to retrieve the originally

sent information. To do this efficiently, messages are encoded by mapping them to a larger

space before sending them over. The encoded message is called a ‘codeword’, and the set

of codewords form a code. On the receiving end, a decoder maps the received message

back to the nearest codeword. (‘nearest’ is with respect to a distance metric defined on

the larger space.) Hamming distance is a commonly used distance metric (equation 2.1).

In the next two sections, we will review the fundamental concepts of linear algebra essen-

tial for understanding coding theory. Later in the chapter, we will revisit key aspects of

coding theory that are relevant to the objectives of this thesis.

2.1 Finite Fields

A field (F,+, ·) is a non-empty set of elements along with two operations, + (addition)

and · (multiplication), such that it satisfies the following properties:

1. Closure Property: ∀a, b ∈ F, a+ b ∈ F and a · b ∈ F.

2. Commutative Property: ∀a, b ∈ F,
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• a+ b = b+ a

• a · b = b · a

3. Associative Property: ∀a, b, c ∈ F,

• (a+ b) + c = a+ (b+ c)

• (a · b) · c = a · (b · c)

4. Distributive Property: ∀a, b, c ∈ F,

• a · (b+ c) = a · b+ a · c.

5. Existence of identity:

• Additive identity: There exists an additive identity element 0F such that

a+ 0F = a,∀a ∈ F.

• Multiplicative identity: There exists a multiplicative identity element 1F such

that a · 1F = a,∀a ∈ F \ {0}.

6. Existence of inverse:

• Additive inverse: For all a ∈ F, there exists an additive inverse −a ∈ F such

that a+ (−a) = 0.

• Multiplicative inverse: For all a ∈ F \ {0}, there exists a unique multiplicative

inverse b ∈ F, such that a · b = 1F.

A field with a finite number of elements is a Finite field, where the order of the field is

the total number of elements in the field. We denote a field with q elements as Fq. The

non-zero elements of a finite group form a multiplicative group. The multiplicative group

of a finite field of order q is denoted as F∗
q. If q = pm, where p is a prime number, then the

order of a field is always pm for some m ∈ Z+. A prime field is defined as Fp := Z/Zp, for

some prime number p.

The characteristic of a field is the smallest positive integer p such that p · 1F = 0. If such

a p does not exist, then the field is said to have its characteristic as 0. A field of character-

istic p has order pm, for m ≥ 1. The characteristic of a field is either 0 or a prime number

p.
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A primitive element or generator of a finite field Fq is the element α ∈ Fq such that Fq =

{0} ∪ {αi : 0 < i < q}. For every element a ∈ Fq, we have aq = a.

The order of a non-zero element a ∈ Fq (ord(a)) is defined as the least positive integer k

such that ak = 1. The order of the primitive element is ord(α) = q − 1.

A polynomial ring over a field Fq is defined as Fq[X] :=

{
n∑

i=0

aiX
i : ai ∈ F, n ≥ 0

}
. When

a polynomial p(X) ∈ Fq[X] is said to be irreducible over Fq, then neither does it have any

roots in Fq nor can it be written as a product of two polynomials (which are not units) of

Fq[X]. For an irreducible polynomial p(X) ∈ Fq[X], the residue class Fq[X]/p(X) is a field.

2.2 Vector space

A vector space is defined over a finite field; and the elements of the vector space and the

field are called vectors and scalars, respectively. A nonempty set V over the field Fq along

with two operations - vector addition (+) and scalar multiplication (·) - is a vector space

over Fq if it satisfies the following properties. For all u, v, w ∈ V and λ, µ ∈ Fq,

1. (Closure)

• (under vector addition) u + v ∈ V

• (under Scalar Multiplication) λ· v ∈ V

2. (Commutative) u + v = v + u

3. (Associative) (u + v) + w = u + (v + w)

4. (Additive identity) ∃0 ∈ V, such that 0+ v = v = v+ 0,∀v ∈ V

5. (Additive inverse) ∀v ∈ V, ∃(-v) ∈ V such that v+ -v = 0 = -v+ v

6. (Multiplicative identity) If 1F is the multiplicative identity of Fq, then 1F · v = v

7. (Distributive)

• λ · (u+ v) = λ · u+ λ · v

• (λ+ µ) · v = λ · v+ µ · v
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• (λµ)v = λ(µ · v)

A set of vectors {v1,v2, . . . ,vm} is said to be linearly independent if, for λi ∈ Fq, 1 ≤ i ≤
m, λ1v1, λ2v2, . . . , λmvm = 0 =⇒ λi = 0, ∀i : 1 ≤ i ≤ m. Consider a nonempty subset

S = {v1,v2, . . . ,vk} of the vector space V over Fq. Then, the (linear) span of S is defined

as:

⟨S⟩ = {λ1v1 + λ2v2 + . . .+ λkvk : λi ∈ Fq}

⟨S⟩ gives a subspace of V and is called the subspace spanned (or generated) by S. If for a

subset B = {v1,v2, . . . ,vk}, ⟨B⟩ = V and if B is linearly independent, then B is called

a basis for V. There can be many bases for a vector space, but each of these bases will

have a fixed number of elements, which is called the dimension of the vector space. It is

denoted as dimFq(V ) or simply dim(V ). If dim(V ) = k, then V contains qk elements.

Let u,v be two vectors in a vector space V. The inner product, u · v of the vectors u =

(u1, u2, . . . , un) and v = (v1, v2, . . . , vn) is a scalar defined as follows:

u · v := u1v1 + u2v2 + . . .+ unvn

If u · v = 0 for some vectors u,v ∈ V, then the vectors u and v are said to be orthogonal.

Matrices: An m × n matrix with entries from the field F is an array of elements aij ∈ F,
expressed as,

A =


a11 a12 . . . a1n

a21 a22 . . . a2n
...

...
. . .

...

am1 am2 . . . amn


(m×n)

The rows of the matrix A form vectors in Fn and the columns of A correspond to vectors

in Fm. The set of all such m × n matrices with entries from F, together with the opera-

tions of matrix addition and scalar multiplication, forms a vector space and is denoted as

Mm×n(F).

For a matrix A ∈Mm×n(F), an eigenvector of A is defined as a nonzero vector v ∈ Fn such

that for some scalar λ ∈ F, Av = λv. This scalar λ is defined as the eigenvalue of A, with

respect to the eigenvector v. The set of all the eigenvectors corresponding to an eigenvalue

is called the eigenspace V with respect to that eigenvalue.
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2.3 Linear Codes

Consider a field, Fq where q is a prime power and a vector space over this field, Fn
q for

some positive integer n. A linear code over Fq is a subspace of the vector space Fn
q . In

other words, any subset C of Fn
q is a linear code if it satisfies the following two properties.

1. u+ v ∈ C, ∀u,v ∈ C.

2. a · v ∈ C, ∀v ∈ C.

If C is a k−dimensional subspace of Fn
q , then the linear code is said to be an [n, k] code. A

linear code of length n and dimension k can also be denoted as an [n, k, d] code, where d is

the minimum distance of the code.

Distance of a code: It is the minimum of the distances between any two codewords.

That is,

dC = min{d(u, v) : u, v ∈ C, u ̸= v}.

where, dC is the distance of the linear code, C and d(u, v) is the distance between the code-

words u and v for a distance metric d.

Remark. A decoder can efficiently detect up to dC − 1 errors and correct up to tC :=

⌊dC−1
2
⌋ errors. This integer tC is termed the error-correcting capacity of the code C.

The weight of a codeword c ∈ C is the number of non-zero entries in c, i.e., wt(c) :=

|i : ci ̸= 0|, where |.| denotes the cardinality of the set.

Hamming distance: It is a commonly used distance metric. The Hamming distance on

Fn
q , dH is defined as follows:

dH(u, v) := |{i : ui ̸= vi}| (2.1)

where |.| denotes the cardinality of the set.

For linear codes, we can rewrite it as:

dH(u, v) := |{i : ui − vi ̸= 0}| = wt(u− v)

Thus, we can define the minimum distance of a linear code C as:

dH(C) := min{wt(x− y) : x, y ∈ C, x ̸= y} = min{wt(x) : x ∈ C\0}
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Consider an [n, k] linear code C. The k × n matrix G whose rows form a basis of the code

C is defined to be a generator matrix of the code C. For any vector v ∈ Fn
q , vG is a

codeword of the linear code C.
Note that the rows of G are linearly independent; therefore, rank(G) = k. A generator

matrix G in the form [Ik|G′] is said to be in the standard form, where Ik denotes the k × k

identity matrix and G′ is a k × (n− k) matrix.

Recall that two vectors are orthogonal if their inner product is zero.

Dual code: For an [n, k] linear code C, the subspace of Fn
q containing all those vectors

that are orthogonal to every vector (codeword) in C forms the dual code of C. It is denoted
as C⊥.

C⊥ :=
{
u ∈ Fn

q : u · v = 0,∀v ∈ C
}

The following are immediate from the definition:

• v ∈ C⊥ ⇐⇒ vG⊺ = 0.

• C⊥ is an [n, n− k] linear code.

A generator matrix of the dual code code of C forms the parity-check matrix H of C. It
is an n− k × n matrix such that GH⊺ = 0. For a parity-check matrix H, Hc⊺ = 0, ∀c ∈ C.
Observe that, C is the null space of H. It is a full rank matrix, i.e, rank(H) = n − k. A

parity-check matrix in the form [H ′|In−k] is said to be in the standard form, where H ′ is

an (n− k)× k matrix and In−k is an (n− k)× (n− k) identity matrix.

2.3.1 Syndrome Decoding Problem

NP-hardness or NP-completeness of a problem is a measure of difficulty of solving the

problem (here, NP stands for Non-deterministic Polynomial-time). A problem is NP-complete

if there doesn’t exist a polynomial time algorithm to solve that problem. However, given a

solution to an NP-complete problem, it can be verified in polynomial time by a determinis-

tic machine.

Recall that code-based cryptography (which we will see in detail in the next chapter) is

based on hard problems from algebraic coding theory. Decoding a random linear code and
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the syndrome decoding problem are two examples of NP-complete problems in coding the-

ory. Therefore, these are adopted in code-based cryptography.

Further details on the syndrome decoding problem are given below.

Syndrome: Let H be a parity-check matrix of an [n, k] linear code C and x be any vector

in Fn
q . Then the syndrome of x is the vector S(x) of length n− k, defined as follows:

S(x) := xH⊺

Notice that S(x) = 0 if and only if x ∈ C is a codeword.

Syndrome Decoding Problem (SDP): Let t ∈ N, a parity-check matrix H ∈ F(n−k)×n
q

and a syndrome s ∈ Fn−k
q be given. Then the syndrome decoding problem is to find a

vector e ∈ Fn
q such that wt(e) ≤ t and eHT = s.

SDP is proven to be an NP-complete problem.

2.4 Examples of linear codes

In this section, we recall definitions of various linear codes that are relevant to the results

of this thesis. Recall that Fq is a finite field with q ∈ Z+ elements.

Definition 2.4.1. Reed-Solomon codes and generalized Reed-Solomon codes:

Consider two n-tuples α and β (∈ Fn
q ) such that αi ̸= αj ∀ i ̸= j ∈ {1, 2, ..., n} and βi ̸= 0

∀ i ∈ {1, 2, ..., n}. Let k ≤ n ≤ q ∈ Z+. Then a generalized Reed-Solomon code of

length n and dimension k is defined as follows:

GRSn,k(α, β) := {(β1f(α1), β2f(α2), ..., βnf(αn))|f ∈ Fq[X], deg(f) < k}.

A Reed-Solomon code of length n and dimension k refers to an instance of the general-

ized Reed-Solomon code with β = {1, 1, ..., 1} and can be defined as follows:

RSn,k(α) := {(f(α1), f(α2), ..., f(αn))|f ∈ Fq[X], deg(f) < k}.
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Definition 2.4.2. Subfield Subcodes:

Suppose C is a linear code of length n and dimension k defined over the field Fqm , where

m ∈ Z+. Then the subfield subcode of C, CFq , over the field Fq is defined as follows:

CFq := C ∩ Fn
q

The dimension of CFq , k
′ is at least n − m(n − k) and minimum distance of CFq is lower

bounded by d, where d is the minimum distance of C.

Definition 2.4.3. Alternant codes:

This is an instance of Subfield Subcodes where C is a GRS code. Consider two n-tuples

α ∈ Fn
qm and β ∈ (F∗

qm)
n, such that αi’s are pairwise distinct. Then the alternant codes

are defined as follows:

Am,n,k(α, β) := GRSm,n,k(α, β) ∩ Fn
q

The dimension of the alternant code Am,n,k, k
′ is at least n − m(n − k) and its minimum

distance is at least n− k + 1.

Definition 2.4.4. Goppa codes:

Classical Goppa codes are an example of Alternant codes. Consider GRS codes with β to

be such that each βi =
∏

j ̸=i(αj − αi)G(αi)
−1, where G(x) ∈ Fqm [X]. Then, the q-ary

Goppa code of length n can be defined as follows:

GRSm,n,k(α, β) ∩ Fn
q .

Definition 2.4.5. Expanded codes:

Let m be a positive integer and γ be a primitive element of Fqm. Consider the following

Fq-linear isomorphism:

ϕn : Fn
qm −→ Fmn

q

ϕn(c0, c1, ..., cn−1) 7−→(ϕ(c0), ϕ(c1), ..., ϕ(cn−1))

where, ϕ(ci) = ϕ(a
(i)
0 +a

(i)
1 γ+...+a

(i)
m−1γ

m−1) = (a
(i)
0 , a

(i)
1 , ..., a

(i)
m−1). Let C be [n, k] linear code

over Fqm. The image of codewords c ∈ C under the map ϕn is termed as an expanded

code of C with respect to the primitive element γ, Ĉ. That is, Ĉ := {ϕn(c) : c ∈ C}. Note
that, Ĉ is an [mn,mk]-linear code.
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Definition 2.4.6. Cyclic codes:

Let C be an [n, k] linear code. Suppose c = (a0, a1, a2, ..., an−1) ∈ C is a codeword. Then C
is a cyclic code if any cyclic shift of a codeword c, given by (an−1, a0, a1, ..., an−2) ∈ C is

also a codeword in C.

We can map a codeword c ∈ C to the polynomial a0+ a1X + a2X
2+ ...+ an−1X

n−1 ∈ Fq[X].

Notice that the cyclic code C now corresponds to an ideal in Fq[x]/(X
n − 1).

Definition 2.4.7. Constacyclic codes:

Let C be an [n, k] linear code and λ ∈ F∗
q. Suppose c = (a0, a1, a2, ..., an−1) ∈ C is a code-

word, then C is a λ-constacyclic code if

(λan−1, a0, a1, ..., an−2) ∈ C

is also a codeword. Note that, the constacyclic code C corresponds to an ideal in Fq[X]/(Xn − λ).

Definition 2.4.8. Quasi-cyclic codes:

Let C be [n, k] linear code and l be a positive integer. Suppose c = (a0, a1, a2, ..., an−1) ∈ C
be a codeword. Then C is an l-quasi-cyclic (QC) code (and l is its index) if a cyclic

shift of c by l positions, given by

(an−l, an−l+1, ..., an−1, a0, ..., an−l−1) ∈ C

is also a codeword. (here, the subscripts are taken modulo n.)

Notice that l always divides n. Let θ = n/l. C then corresponds to a submodule of Fq[X]/(Xθ − 1)
l

in Fq[X]/(Xθ − 1).

Definition 2.4.9. Quasi-twisted codes:

Let C be an [n, k] linear code. Let λ ∈ F∗
q and l be a positive integer. Suppose c = (a0, a1, a2, ..., an−1) ∈

C be a codeword. Then C is a (λ, l)-quasi-twisted (QT) code if a constacyclic shift of c

by l positions given by,

(λan−l, λan−l+1, ..., λan−1, a0, ..., an−l−1) ∈ C

is also a codeword.(here, the subscripts are all taken modulo n.) Quasi-twisted codes were
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introduced in [17].

Note that l always divides n. Let θ = n/l. C then corresponds to a submodule of Fq[X]/(Xθ − λ)
l

in Fq[X]/(Xθ − λ).

Remark 2.4.1. Observe that cyclic codes, constacyclic codes and quasi-cyclic codes are

all special cases of quasi-twisted codes. Consider a (λ, l)-quasi-twised code. Substituting

λ = 1 or q = 2, it becomes an l-quasi-cyclic code and substituting l = 1, it becomes a

λ-constacyclic code.

2.5 Bounds on the minimum distance of codes

Determining the minimum distance of a code is a hard problem. Several (upper and lower)

bounds have been defined on the minimum distance of a code. Such bounds provide in-

sights into the error-correcting capacity of the code. Recall that for a linear [n, k, d] code

C, the decoder can detect up to d − 1 errors and correct up to t = ⌊d−1
2
⌋ errors, where t is

the error-correcting capacity of C. That means the greater the minimum distance of C, the
better the ability to detect and correct errors during transmission of the code. An example

of an upper bound is the Singleton bound. The Singleton bound of an [n, k, d] linear code

C is d ≤ n− k + 1.

Here, we look at two such lower bounds that are required to understand the results proved

in this thesis.

1. BCH Bound:

BCH bound is a lower bound on the minimum distance of a BCH (Bose-Chaudhuri-Hocquenghem)

code. Independently, A. Hocquenghem, in 1959 and R. C. Bose and D. K. Ray-Chaudhuri,

in 1960, introduced a class of cyclic codes, BCH codes. The construction of these codes in-

volves a design distance parameter δ given by its generator polynomial g(X). BCH codes

satisfy the following theorem, thereby are ensured to have a lower bound on its minimum

distance. This lower bound is termed the BCH bound.

12



Theorem 2.5.1. [23, Thm. 1] Consider a cyclic code, C of length n and a generator poly-

nomial, g(X). Let β ∈ Fm
q be a non-zero element of order n. Let δ ≥ 2, a, n1 be positive

integers such that gcd(n, n1) = 1. If g(βa+in1) = 0 for i = 0, 1, ..., δ − 2, then the minimum

distance of C is d ≥ δ.

Proof.

From the definition of minimum distance of a code, we have that d = min{wt(x) : x ∈
C\{0}}. Consider the proof by contradiction approach. Let us assume that there exists a

codeword c ∈ C such that wt(c) = ω < δ. Let c(X) be the corresponding code polynomial.

Since C is cyclic, we can assume

c(X) = 1 +
ω−1∑
i=1

ΛiX
ai ,

for some 0 ̸= Λi ∈ Fq and distinct positive integers ai < n.

Let χi = βai and Sj =
∑ω−1

i=1 Λiχ
j
i . That is, Sj =

∑ω−1
i=1 Λiβ

aij. We can rewrite as Sj =

c(βj) − 1. For all j where g(βj) = 0, Sj = −1. For positive integers a, n1, δ ≥ 2 and

i = 0, 1, . . . , δ − 2, we have g(βa+in1) = 0. Therefore, Sa+in1 = −1.

Consider the polynomial σ(X),

σ(X) :=
ω−1∏
i=1

(X − χn1
i )

=Xω−1 −
ω−1∑
i=1

χn1
i Xω−2 +

∑
i1 ̸=i2

χn1
i1
χn1
i2
Xω−3 + . . .+ (−1)ω−1

ω−1∏
i=1

χn1
i

=Xω−1 + σ1X
ω−2 + . . .+ σω−2X + σω−1.

Note that each σi is a function of χi = βai with ai > 0. Therefore, σ(1) = 1 + σ1 + . . . +

σω−2 + σω−1 ̸= 0.

Given that β is a non-zero element of order n and ai < n, we have χi ̸= 1. Since gcd(n, n1) =

1, we have χn1
i ̸= 1. Let us recall that σ(X) =

ω−1∏
i=1

(X − χn1
i ), and thus σ(χn1

i ) = 0. More-

13



over, since Sj =
∑ω−1

i=1 Λiχ
j
i , we have

Sa+(ω−1)n1 + σ1Sa+(ω−2)n1 + . . .+ σω−2Sa+n1 + σω−1Sa

=
ω−1∑
i=1

Λiχ
a
i

(
χ
(ω−1)n1

i + σ1χ
(ω−2)n1

i + . . .+ σ(ω−2)χ
n1
i + σω−1

)

=
ω−1∑
i=1

Λiχ
a
i

(
σ(χn1

i )
)
= 0

(2.2)

Since ω < δ and Sa+in1 = −1 for i ∈ [δ − 1],

Sa+(ω−1)n1 + σ1Sa+(ω−2)n1 + . . .+ σω−2Sa+n1 + σω−1Sa

=− 1(1 + σ1 + . . .+ σω−2 + σω−1)

=− 1(σ(1)).

(2.3)

Therefore, from equations 2.2 and 2.3, we can conclude that σ(1) = 0. However, substitut-

ing X = 1 in the definition of σ(X) had resulted in the conclusion that σ(1) ̸= 0. This is

a contradiction. This implies that there cannot exist a codeword with a weight less than δ.

Therefore, d ≥ δ.

2. Hartmann-Tzeng (HT) Bound

HT bound was introduced by C. R. P. Hartmann and K. K. Tzeng in 1972. It is a lower

bound on the minimum distance of cyclic codes, that provides a generalization to the BCH

bound. Notice that in the BCH bound, the generator polynomial, g(X), with a single set

of consecutive roots, is considered. In HT-bound, generator polynomials with multiple sets

of consecutive roots are considered, and a stricter lower bound on the minimum distance is

achieved.

Theorem 2.5.2. [23, Thm. 2] Consider a cyclic code, C of length n and a generator poly-

nomial, g(X). Let β ∈ Fm
q be a non-zero element of order n. Let δ ≥ 2, a, n1, n2, s be

positive integers such that gcd(n, n1) = 1 and gcd(n, n2) = 1. If g(βa+in1+jn2) = 0 for

i = 0, 1, ..., δ − 2 and j = 0, 1, ..., s, then the minimum distance of C is d ≥ δ + s.

14



Proof.

In Theorem 2.5.1, we saw that d ≥ δ. Let us use the proof-by-contradiction method. Let

us assume that there exists a codeword c ∈ C of weight ω such that δ ≤ ω ≤ δ + s. Let

c(X) be the corresponding code polynomial. Since C is cyclic, we can assume,

c(X) = 1 +
ω−1∑
i=1

ΛiX
ai

Consider χi = βai and Sj =
∑ω−1

i=1 Λiχ
j
i . That is, Sj =

∑ω−1
i=1 Λiβ

aij. We can rewrite as

Sj = c(βj) − 1. For all j where g(βj) = 0, Sj = −1. For positive integers a, n1, n2, δ ≥ 2

and for i ∈ [δ − 1], j ∈ [s+ 1], we have g(βa+in1+jn2) = 0. Therefore, Sa+in1+jn2 = −1.

Now, consider three polynomials σ(X), σ1(X) and σ2(X) as defined below:

σ1(X) =
δ−2∏
i=1

(X − χn1
i )

= Xδ−2 −
δ−2∑
i=1

χn1
i Xδ−3 +

∑
i1 ̸=i2

χn1
i1
χn1
i2
Xδ−4 + . . .+ (−1)δ−2

δ−2∏
i=1

χn1
i

= Xδ−2 + σ
(1)
1 Xδ−3 + . . .+ σ

(1)
δ−3X + σ

(1)
δ−2

σ2(X) =
ω−1∏
i=δ−1

(X − χn2
i )

= Xω−δ+1 −
ω−δ+1∑
i=1

χn1
i Xω−δ +

∑
i1 ̸=i2

χn1
i1
χn1
i2
Xω−δ−1 + . . .+ (−1)ω−δ+1

ω−δ+1∏
i=1

χn1
i

= Xω−δ+1 + σ
(2)
1 Xω−δ + . . .+ σ

(2)
ω−δX + σ

(2)
ω−δ+1

and

σ(X) = σ1(X)σ2(X)

Notice that each σ
(j)
i , for i ∈ [δ − 1] and j = 1, 2, is a function of χi = βai with ai ̸= 0.

Given that β is a non-zero element of order n and ai < n, we have χi ̸= 1. Recall that

gcd(n, n1) = 1 and gcd(n, n2) = 1. Therefore, we have χj
i ̸= 1 for j = n1, n2. As a result, we

see that σ1(X) ̸= 0 and σ2(X) ̸= 0. Thereby, we have σ(1) ̸= 0.

Recall that σ1(X) :=
δ−2∏
i=1

(X − χn1
i ) and σ2(X) :=

ω−1∏
i=δ−1

(X − χn2
i ). Thus, we get σ1(χ

n1
i ) =
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0 and σ2(χ
n2
i ) = 0. Since Sj =

∑ω−1
i=1 Λiχ

j
i , we have(

Sa+(δ−2)n1+(ω−δ+1)n2 + σ
(1)
1 Sa+(δ−3)n1+(ω−δ+1)n2 + . . .+ σ

(1)
δ−2Sa+(ω−δ+1)n2

)
+σ

(2)
1

(
Sa+(δ−2)n1+(ω−δ)n2 + σ

(1)
1 Sa+(δ−3)n1+(ω−δ)n2 + . . .+ σ

(1)
δ−2Sa+(ω−δ)n2

)
+ . . .+ σ

(2)
ω−δ−1

(
Sa+(δ−2)n1 + σ

(1)
1 Sa+(δ−3)n1 + . . .+ σδ−2Sa

)
=

ω−1∑
i=1

Λiχ
a
i

(
χ
(δ−2)n1

i χ
(ω−δ+1)n2

i + σ
(1)
1 χ

(δ−3)n1

i χ
(ω−δ+1)n2

i + . . .+ σ
(1)
δ−2χ

(ω−δ+1)n2

i

+ σ
(2)
1

(
χ
(δ−2)n1

i χ
(ω−δ)n2

i + σ
(1)
1 χ

(δ−3)n1

i χ
(ω−δ)n2

i + . . .+ σ
(1)
δ−2χ

(ω−δ)n2

i

)
+ . . .+ σ

(2)
(ω−δ+1)

(
χ
(δ−2)n1

i + σ
(1)
1 χ

(δ−3)n1

i + . . .+ σ
(1)
δ−2

))

=
ω−1∑
i=1

Λiχ
a
i

(
σ(χn1

i )χ
(ω−δ+1)n2

i + σ
(2)
1

(
σ(χn1

i )χ
(ω−δ)n2

i

)
+ . . .+ σ

(2)
ω−δ+1

(
σ(χn1

i

))

=
ω−1∑
i=1

Λiχ
a
i σ1(χ

n1
i )
(
χ
(ω−δ+1)n2

i + σ
(2)
1 χ

(ω−δ)n2

i + . . .+ σ
(2)
ω−δ+1

)
=

ω−1∑
i=1

Λiχ
a
i σ1(χ

n1
i )σ2(χ

n2
i ) = 0

(2.4)

Since δ ≤ ω < δ + s and Sa+in1+jn2 = −1 for i ∈ [δ − 1], j ∈ [s+ 1], we get,(
Sa+(δ−2)n1+(ω−δ+1)n2 + σ

(1)
1 Sa+(δ−3)n1+(ω−δ+1)n2 + . . .+ σδ−2Sa+(ω−δ+1)n2

)
+σ

(2)
1

(
Sa+(δ−2)n1+(ω−δ)n2 + σ

(1)
1 Sa+(δ−3)n1+(ω−δ)n2 + . . .+ σ

(1)
δ−2Sa+(ω−δ)n2

)
+ . . .+ σ

(2)
ω−δ−1

(
Sa+(δ−2)n1 + σ

(1)
1 Sa+(δ−3)n1 + . . .+ σ

(1)
δ−2Sa

)
=− 1

((
1 + σ

(1)
1 + . . .+ σ

(1)
δ−2

)
+ σ

(2)
1

(
1 + σ

(1)
1 + . . .+ σ

(1)
δ−2

)
+ . . .+ σ

(2)
ω−δ−1

(
1 + σ

(1)
1 + . . .+ σ

(1)
δ−2

))
=− 1

(
σ1(1) + σ

(2)
1 σ1(1) + . . .+ σ

(2)
ω−δ−1σ1(1)

)
=− 1σ1(1)σ2(1) = −1σ(1)

(2.5)
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Thus, we can conclude from equations 2.4 and 2.5 that σ(1) = 0. However, substituting

X = 1 in the definitions of σ1(X) and σ2(X) implies that σ(1) ̸= 0, which is a contra-

diction. Therefore, there cannot exist a codeword with a weight less than δ + s. In other

words, d ≥ δ + s.

‘

Remarks 2.5.1. Note that the lower bound on the minimum distance of a cyclic code as

given in theorem 2.5.2, d ≥ δ + s holds when gcd(n, n2) < δ.
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Chapter 3

Cryptography

Cryptography (kryptós “hidden”; graphein “to write”) is the art of securing communica-

tion in the presence of adversaries by converting (encrypting) the messages (plaintext) so

that they can only be converted back (decrypted) by the intended person, that is the per-

son who has the secret key. An encrypted message is termed as a ciphertext. The security

of a cryptosystem is based on the hardness of the mathematical problem involved in the

encryption (or, equivalently the decryption).

Suppose Alice wants to send a message to Bob through a channel that Eve also has access

to. Then Alice encrypts the message, using a key, to the corresponding cipher and sends it

over to Bob, who can then use the appropriate key to decrypt the cipher and get back the

message. So long as the key is inaccessible to Eve, the communication remains secure.

3.1 Public Key Cryptography

This is also known as asymmetric cryptography. In this form of cryptography, encryption

and decryption are done using two different keys, namely, the public key and the private

key. The security of a cryptosystem relies on the hardness of the underlying mathemat-

ical problem. In asymmetric cryptography, integer factorization and discrete log in both

finite fields and elliptic curves are involved. For example, RSA is a widely used public key

cryptosystem and it exploits the hardness of integer factorization problem. The public key
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of the RSA cryptosystem includes a large integer n, and its private key depends on the

factors of n. Factorising such a large number is computationally impossible, which makes

RSA secure (in the classical setting).

Figure 3.1: Public Key Cryptography

Consider Figure 3.1. It represents a public key cryptosystem. Suppose Bob wants to send

a message to Alice. Then, Bob encrypts the message using Alice’s public key that she

would have already published, and he sends this encrypted message (ciphertext) to her.

Any eavesdropper in the network cannot decrypt the ciphertext as they do not have access

to Alice’s private key. Alice uses her secret key to decrypt Bob’s message.

Public key cryptography has its applications in digital signatures, key encapsulation mech-

anisms and public key encryption frameworks. These are briefly explained below.

1. Digital Signature: This application of asymmetric cryptography is used for au-

thorization. Suppose Alice wants to send some data to Bob. Alice can sign the data

using her private key and send the data along with the so-created digital signature to

Bob. Bob can now use this signature to verify that the data is indeed from Alice by

decrypting it using Alice’s public key.

2. Key Encapsulation Mechanism (KEM): This is used to share a secret key be-

tween two parties so as to use it for future encryption/decryption. It has its applica-

tion in sharing secret keys for symmetric encryption. Suppose Bob wants to establish

a secret key between himself and Alice. Then, Bob generates a shared key by using

Alice’s public key and sends over this key along with an encapsulation of the same
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(essentially a ciphertext). Alice can now decapsulate this ciphertext using her private

key to get the shared secret key.

3. Public Key Encryption (PKE): This is essentially what Fig 3.1 depicts. We

will now look at the Public Key Encryption (PKE) framework in detail. Any PKE

framework comprises of three main steps, as explained below. Suppose Bob wants to

send a message to Alice.

(a) Key Generation: Alice generates her public and private keys. She reveals her

public key and keeps her private key.

(b) Encryption: Bob encrypts his message using Alice’s public key to get a cipher-

text, which he sends to Alice.

(c) Decryption: Alice decrypts the ciphertext using her private key to get back

Bob’s message.

3.2 Code-based Cryptography

Given the rapid advancements in the field of quantum computing, the need for a robust

post-quantum cryptosystem has become increasingly urgent. The National Institute of

Standards and Technology (NIST) in the United States is standardizing post-quantum

cryptosystems. code-based cryptography is among the few candidates for the NIST’s stan-

dardization of post-quantum cryptosystems. The first such cryptosystem to use coding

theory is the McEliece Cryptosystem [3]. This cryptosystem relies on a type of code called

the Goppa code.

3.2.1 McEliece Cryptosystem

This cryptosystem is based on an error-correcting code that has a known and efficient de-

coding algorithm with an error-correcting capacity t. Here, t is sufficiently large to prevent

brute-force attacks. The usage of Goppa codes (also used in the original proposal of the

system) has withstood attacks. Suppose Bob wants to send a message to Alice, he can use

the McEliece cryptosystem which has three main steps: key generation, encryption, and

decryption as defined below. The cryptosystem is summarized in Table 3.1.
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1. Key Generation: Alice selects a binary [n, k] linear code C (say, a Goppa code) and

fixes a generator matrix, G, for the code C, which is not revealed. Code C has an

efficient decoding algorithm, A. Alice chooses two other matrices: a non-singular k ×
k matrix S, and a random n × n permutation matrix P . Alice then publishes G′ =

SGP along with the error-correcting capability(t) of C as her public key and keeps

the parameters (S, P,A) as her private key.

2. Encryption: Bob encrypts his message, m using Alice’s public key, (G′, t) and a ran-

dom n-bit vector z of weight t to get the ciphertext, c := mG′ + z. Bob sends cipher-

text c to Alice.

3. Decryption: Alice uses her private key to decrypt the ciphertext c and retrieve the

message m. She first finds the inverse of P and S. Then computes c′ = cP−1 =

mSG + zP−1. Given that P is a permutation matrix, zP−1 has the same weight as

P , that is t. Alice now uses the decoding algorithm A to find a unique m′ = mS.

Finally, Alice computes m = m′S−1.

3.2.2 Niederreiter Cryptosystem

This cryptosystem was introduced by H. Niederreiter in [4] and is a modified version of

the McEliece cryptosystem. Suppose Bob wants to send a message to Alice, he can use

the Niederreiter cryptosystem. It has three main steps: key generation, encryption, and

decryption, as defined below. This cryptosystem is summarized in Table 3.2.

1. Key Generation: The public and private key generation techniques for the McEliece

and Neiderreitter cryptosystems are similar, with 2 differences. First, instead of a

generator matrix, Alice chooses a parity-check matrix H(n−k)×n for the chosen linear

code. Second, the chosen non-singular matrix is an (n − k) × (n − k) matrix instead

of the k × k matrix chosen in the McEliece cryptosystem. Alice then computes H ′ =

SHP , publishes (H ′, t) as her public key, and keeps (P, S,H) as her private key.

2. Encryption: Bob encrypts his message m of length n and weight t using Alice’s pub-

lic key H ′ to get the ciphertext, c := H ′m⊺ = SHPm⊺. Bob then sends the cipher-

text c to Alice.
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3. Decryption: Alice uses her private key to decode the ciphertext c. She first identifies

a vector z satisfying, Hz⊺ = S−1c. Since c = H ′m⊺ and H ′ = SHP ,

Hz⊺ = S−1c = HPm⊺

= H(mP ⊺)⊺

H(z −mP ⊺)⊺ = 0.

Therefore, z−mP ⊺ ∈ C. Observe that wt(mP ⊺) = t, since P is a permutation matrix.

Alice can use Patterson’s algorithm [5] on z to find mP ⊺, and hence she can retrieve

the message m using her knowledge of P .

The aforementioned steps of McEliece and Niederreiter cryptosystems are summarised in

the Tables 3.1 and 3.2, respectively.

Alice: Bob:

1. Key Generation:
- Select a linear code C, with
error-correcting capacity t
- Choose a generator matrix G
- Compute G′ = SGP
- Publish the public key: (G′, t)
- Private key: (S, P,A)

2. Encryption:
- Choose z such that
len(z) = n and wt(z) ≤ t
- Compute c = mG′ + z
- Sends c to Alice

3. Decryption:
- Compute P−1 & S−1

- Compute c′ = cP−1

- Use A to get m′ = mS
- Compute m = m′S−1

Table 3.1: McEliece Cryptosystem
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Alice: Bob:

1. Key Generation:
- Select a linear code C, with
error-correcting capacity t
- Choose a parity-check matrix H
- Compute H ′ = SHP
- Publish the public key: (H ′, t)
- Private key: (S, P,H)

2. Encryption:
- Message m: len(m) = n
and wtH(m) = t
- Compute c = H ′m⊺

- Send c to Alice

. 3. Decryption:
- Compute P−1 & S−1
- Identify z such that
Hz⊺ = S−1c
(Hz⊺ = S−1c = H(mP ⊺)⊺)
- Use Patterson’s algorithm
to get mP ⊺

- Compute m using P−1

Table 3.2: Niederreiter Cryptosystem

3.3 Variants of McEliece and Niederreiter cryptosys-

tems

Both McEliece and Niederreiter cryptosystems are equivalent from a security point of

view [6]. Some of the advantages of using the McEliece cryptosystem (over other public

key cryptosystems, such as RSA) are: faster encryption and decryption, and resistance to

quantum computing. But the hindrance to their implementation lies in the huge size of

their public and private keys, by virtue of the large matrices present in the keys. Many

advancements have been made in order to tackle this bottleneck by replacing the tradi-

tionally used Goppa codes with a suitable linear code that has a known efficient decoding

algorithm. Some of these variants are discussed in this section.
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3.3.1 Cryptosystems based on Reed-Solomon codes

A code-based cryptosystem based on generalized Reed Solomon codes in place of Goppa

codes was introduced by H. Niederreiter in [4]. However, the cryptosystem is shown to be

prone to distinguisher attack in [7]. C. Wieschebrink, in [8], used subcodes of GRS codes

rather than a GRS code to develop a new cryptosystem. In this cryptosystem, a generator

matrix G is disguised by the addition of r random column vectors in Fk at randomly cho-

sen positions. Thereby obtaining a k×(n+r) dimensional matrix, G∗, which is published as

the public key of this cryptosystem. The column vectors and the positions at which they

are inserted in G are kept secret. Encryption of messages is carried out with error vectors

of length n+ r and is otherwise similar to that in the classical McEliece cryptosystem. De-

cryption is done by first removing the corresponding positions from the ciphertext (w.r.t.

the inserted positions in G∗) and then applying an efficient decoding algorithm. By com-

puting the corresponding (n + r − k) × (n + r) dimensional parity-check matrix, H∗ from

G∗, we can develop a variant of the Niederreiter cryptosystem. The Wieschebrink cryp-

tosystem is summarised in table 3.3.

However, it is straightforward to compute the dimension of Schur square of the underly-

ing code and hence, the Wieschebrink cryptosystem is prone to the Sidelnikov-Shestakov

attack [9].

3.3.2 Cryptosystems based on expanded Reed-Solomon codes

Another variant of the Neiderreiter cryptosystem based on expanded Reed-Solomon codes

was presented by K. Khathuria et. al. in [10]. Variants of McEliece and Neiderreiter cryp-

tosystems that aimed at reducing key size by replacing Goppa codes are prone to attacks

as they fall short in hiding the algebraic structure of the underlying code. The cryptosys-

tem in [10] hides the structure of the underlying code by first shortening the expanded

Reed-Solomon code by puncturing it and then hiding the parity-check matrix of the short-

ened code, Ĥs. That is, given a block diagonal matrix, T and a permutation matrix, Pσ, a

matrix H ′ is computed as, H ′ = ĤsQ, where Q := TPσ. H
′ is then published as the public

key.

While this cryptosystem was shown to be secure against various structural attacks on

cryptosystems based on GRS codes, A. Couvreur and M. Lequesne proved a way to attack

the expanded Reed-Solomon code-based cryptosystem in [11].
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Alice: Bob:

1. Key Generation:
- Select a Reed-Solomon code C,
with a generator matrix G
- Randomly choose r column
vectors c1, c2, ..., cr ∈ Fk

- Compute G∗ by inserting c′is
at random positions p′is of G
- Publish the public key: G∗

- Private key: c′is and p′is

2. Encryption:
- Choose e such that
len(e) = n+ r and wt(e) ≤ t
- Compute c = mG∗ + e
- Send c to Alice

3. Decryption:
- Delete corresponding p1, p2, ..., pr
from c to get c′ = mG+ e′

- wt(e′) ≤ t
- Use decoding algorithm to get mG
and hence, the message m

Table 3.3: Wieschebrink cryptosystem

3.3.3 Cryptosystems based on twisted codes

Twisted codes have large Schur square dimensions. These codes can be used to develop

cryptosystems that can withstand distinguisher attacks. Code-based cryptosystems based

on twisted Reed-Solomon codes and twisted Hermitian codes were introduced, respectively,

in [12] and [13]. The use of twisted codes in place of Goppa codes makes these cryptosys-

tems differ from the original versions of McEliece/Niederreiter cryptosystems.

However, J. Lavauzelle and J. Renner in [14] presented cryptanalysis of twisted Reed-

Solomon code-based cryptosystems. This attack is a possible threat to the twisted Her-

mitian code-based cryptosystem as well.
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3.3.4 Cryptosystems based on quasi-cyclic codes

Another variant of the McEliece and Niederreiter cryptosystems based on quasi-cyclic

codes was presented in [15] and [16], respectively. This variant is not only quantum secure

but also offers enhanced performance in terms of transmission and encryption rates, along

with significantly smaller key sizes. The smaller key size is obtained by the use of circulant

matrices1since a circulant matrix can be described by its first row.

The proposed Niederreiter variant in [16] uses an (m− 1)/m quasi-cyclic code (ie, an [mp, (m−
1)p] code where p is a prime number and m is bounded above by a polynomial in p). This

variant differs from the original Niederreiter cryptosystem in how the parity-check matrix

is expressed. The p×mp parity-check matrix is expressed as follows:

H = [C0 = Ip|C1|C2|...|Cm−1],

where Ci is a circulant matrix of size p. Thus, we can denote H as H = [I|C], where C is

a concatenation of C ′
is.

Remark. Currently, this variant, based on the quasi-cyclic codes in place of the tradition-

ally used Goppa codes, stands unbroken. Therefore, we study the quasi-cyclic codes in de-

tail in the next chapter.

1Circulant matrix is a square matrix such that every row (other than the first row) is a circular shift of
the previous row.
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Chapter 4

Quasi-cyclic codes

In this chapter, we discuss a Gröbner basis representation, spectral theory and an efficient

decoding algorithm for quasi-cyclic codes as presented by K. Lally and P. Fitzpatrick in

[20], by P. Semenov and P. Trifonov in [18] and by A. Zeh and S. Ling in [19]. A. Zeh and

S. Ling in [19] propose a syndrome-based decoding algorithm. The error-correction capac-

ity of this decoding algorithm is related to a new lower bound on the mimimum disatnce

of quasi-cyclic codes.

4.1 Reduced Gröbner Basis

Consider the finite field Fq and a polynomial ring over this field, Fq[X]. Recall from defini-

tion 2.4.8, that an [n = ml, k, d]q linear code C is said to be l−quasi-cyclic if it is invariant

under cyclic shifts by l positions. We can consider the codewords in C as an m × l matrix

in Fn
q as follows:

c =

 c0,0 c0,1 . . . c0,l−1

...
...

. . .
...

cm−1,0 cm−1,1 . . . cm−1,l−1


Invariance of codewords under cyclic shifts now corresponds to the above matrix being

closed under the shift of rows such that the last row replaces the first, and all the other

m − 1 rows are shifted downward by one row. Each column of this matrix can be mapped

to a polynomial ci(X) =
m−1∑
j=0

cj,iX
j, ∀i ∈ [l] in Fq[X]/⟨Xm − 1⟩.

29



Let R denote Fq[X]/⟨Xm − 1⟩. Consider the following R−module isomorphism, where the

matrix corresponding to a codeword is mapped to a polynomial in Rl:

ϕ : Fn
q −→Rl

c =

 c0,0 c0,1 . . . c0,l−1

...
...

. . .
...

cm−1,0 cm−1,1 . . . cm−1,l−1

 7−→ c(X)

=

(c0(X),c1(X),...,cl−1(X))

(4.1)

The polynomial c(X) ∈ Rl corresponds to (c0(X), c1(X), . . . , cl−1(X)), where ci(X) =
m−1∑
j=0

cj,iX
j, ∀i ∈ [l] is closed under multiplication by X and reduction modulo Xm − 1.

Therefore, a quasi-cyclic code can be seen as an R−submodule of the algebra Rl.

K. Lally and P. Fitzpatrick have proved in [20] that the generating set of any quasi-cyclic

code can be expressed in the form of a reduced Gröbner basis with respect to the position-

over-term order in Fq[X]l.

G̃(X) =


g0,0(X) g0,1(X) . . . g0,l−1(X)

g1,1(X) . . . g1,l−1(X)
. . .

...

0 gl−1,l−1(X)


This l × l upper-triangular matrix G̃(X) satisfying the properties listed below forms a re-

duced Gröbner basis of C. Every codeword c ∈ C can be written as c(X) = a(X)G̃(X).

The dimension of C can be computed as k = ml−
l−1∑
i=0

deg
(
gi,i(X)

)
=

l−1∑
i=0

(
m−deg

(
gi,i(X)

))
.

1. gi,j(X) = 0, ∀0 ≤ j < i < l.

2. deg(gi,j(X)) < deg(gj,j(X)), ∀i < j.

3. gi,i(X)|(Xm − 1), ∀i ∈ [l].

4. If gi,i = Xm − 1, then gi,j = 0 ∀j ̸= i.
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4.2 Spectral Analysis and Lower Bounds

4.2.1 Spectral theory of quasi-cyclic codes

Let G̃(X) be the reduced Gröbner basis of an [ml, k, d]q l−quasi-cyclic code C. Let α ∈ Fqr

be a primitive mth root of unity, and r be the smallest positive integer such that m|(qr−1).

The determinant of G̃(X) is det
(
G̃(X)

)
=

l−1∏
i=0

gi,i(X). That means, the eigenvalues (λi) of

G̃(X) are the roots of the polynomials gi,i(X). Recall that gi,i(X)|(Xm − 1). Therefore,

each λi can be written as a power of α (i.e., λi = αji). These eigenvalues of the Gröbner

basis G̃(X) are conventionally referred to as the eigenvalues of the quasi-cyclic code C.

The greatest integer ui such that (X − λi)
ui |det

(
G̃(X)

)
is called the algebraic multiplic-

ity of λi. The geometric multiplicity of an eigenvalue λi is defined as the dimension of the

right eigenspace (Vi) of the Gröbner basis, which is the solution space of G̃(λi)v = 0. P.

Semenov and P. Trifonov has shown in [18] that the algebraic multiplicity ui for an eigen-

value λi is equal to its geometric multiplicity µi for the reduced Gröbner basis representa-

tion G̃(X) ∈ Fq[X]l×l of C.

Consider the ui × l matrix Vi constructed by stacking the vectors v⊺
i,j, 0 ≤ j < ui, for some

basis vi,j of the eigenspace Vi. Let Hi denote the matrix corresponding to the eigenvalue

λi, defined as the following Kronecker product: Hi := (1, λi, λ
2
i , . . . , λ

m−1
i )

⊗
Vi.

P. Semenov and P. Trifonov have proved in [18], that the matrix H obtained by stacking

these matrices Hi corresponding to all the eigenvalues λi, 1 ≤ i ≤ t is a parity-check

matrix of the quasi-cyclic code C. They have used such a parity-check matrix over the ex-

tended field Fqr in order to generalize the BCH bound to the quasi-cyclic case.

Since in the above construction of a parity-check matrix, the choice of different bases of

eigenspaces Vi gives different equivalent parity-check matrices, we can consider an intersec-

tion of eigenspaces V corresponding to a number of eigenvalues. The minimum distance of

the quasi-cyclic code is then given by the minimum distance of the cyclic code which has

a generator polynomial with these eigenvalues as its roots.This forms the motivation be-

hind the BCH-like and HT-like lower bounds for quasi-cyclic codes. These are discussed in

detail in the next section.
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4.2.2 Some lower bounds on minimum distance of quasi-cyclic

codes

In this section, a BCH-like ([18, Thm. 2]) bound and an HT-like bound ([19, Thm. 1]) on

quasi-cyclic codes are discussed. We begin by defining an eigencode. Let [n] := {0, . . . , n−
1} for any integer n.

Definition 4.2.1. Eigencode: Consider an eigenspace V ⊆ Fl
q. Then an [l, kC, dC]q eigen-

code C is defined as:

C :=

{
c ∈ Fl

q : ∀v ∈ V ,
l−1∑
i=0

vici = 0

}
If for some vector v ∈ V , its elements v1, v2, . . . , vl−1 are linearly independent over Fq, then

the corresponding eigencode C = (0, 0, . . . , 0) and its minimum distance dC is assumed to

be infinity.

Theorem 4.2.1. [18, Thm. 2] Let α ∈ Fqr be a primitive mth root of unity. Consider

the following eigenvalues of an l−quasi-cyclic code C : for some b ≥ 0, λ0 = αb, λ1 =

αb+1, . . . , λδ−1 = αb+δ−1. Let V denote the intersection of the corresponding eigenspaces Vi,

i.e., V =
δ−1⋂
i=0

Vi and let C be the eigencode given by V .(C is the direct sum of eigencodes

Ci corresponding to Vi.) Then the minimum distance of the quasi-cyclic code C is given by

dC ≥ min(δ, dC).

Theorem 4.2.2. [19, Thm. 1] Consider an [ml, k, d] quasi-cyclic code C and a primitive

mth root of unity α ∈ Fqr . For some integers f, δ > 2, z > 0 such that gcd(m, z) = 1,

consider the following set:

D :=
{

f, f + z, . . . f + (δ − 2)z,

f + 1, f + 1 + z, . . . f + 1 + (δ − 2)z,

...
... . . .

...

f + v, f + v + z, . . . f + v + (δ − 2)z
}

Let the eigenvalues be λi = αi, ∀i ∈ D and the corresponding eigenspaces be Vi, ∀i ∈ D.

Consider the intersection of these eigenspaces to be V :=
⋂
i∈D
Vi and the eigencode corre-

sponding to this intersection as C. Let v ∈ V be an eigenvector such that the following
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condition holds for all codeword polynomials c(X) = (c0(X), c1(X), ..., cl−1(X)) ∈ C :

∞∑
i=0

c(αf+zi+j) · vX i ≡ 0 mod Xδ−1, ∀j ∈ [v + 1] (4.2)

Then the minimum distance of the quasi-cyclic code C is given by d ≥ min(δ + v, dC).

4.3 Syndrome-based Decoding Algorithm

In this section, we discuss the decoding algorithm described in [19], which can correct up

to d∗−1
2

errors (where d∗ = min(δ + v, dC)). Consider an [ml, k, d]q l−quasi-cyclic code. Let

r(X) be the polynomial corresponding to the received word.

r(X) =
(
r0(X), r1(X), ..., rl−1(X)

)
=
(
c0(X) + e0(X), c1(X) + e1(X), ..., cl−1(X) + el−1(X)

)
where, ei(X) ∀i ∈ [l] are the error polynomials, defined as,

ei(X) :=
∑
j∈Ei

ei,jX
j, ∀i ∈ [l].

Let the set of error locations be given by E :=
l−1⋃
i=0

Ei such that |E| = ε. Note that ε ≤ d∗−1
2

.

Consider an intersection of eigenspaces, V :=
⋂

i∈[δ−1],j∈[v+1]

Vf+iz+j. Let v = (v0, v1, . . . , vl−1) ∈

V be an eigenvector. Then the v + 1 syndrome polynomials in Fqr [X] are defined as:

St(X) :=
∞∑
i=0

(
l−1∑
j=0

rj(α
f+iz+t)vj

)
X i mod Xδ−1

=
δ−2∑
i=0

(
l−1∑
j=0

rj(α
f+iz+t)vj

)
X i, ∀t ∈ [v + 1]

(4.3)
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Using the equation 4.2 from theorem 4.2.2, we can simplify St(X) to get,

St(X) =
δ−2∑
i=0

(
l−1∑
j=0

ej(α
f+iz+t)vj

)
X i, ∀t ∈ [v + 1] (4.4)

Using the Generalised Extended Euclidean Algorithm (GEEA) in the decoding algorithm,

we get the error locator polynomial to be a polynomial which has α−iz,∀i ∈ E as its roots.

Therefore, we can define the error locator polynomial as follows:

Λ(X) :=
∏
i∈E

(1−Xξin1) (4.5)

Let Ωt(X),∀t ∈ [v + 1] denote the error evaluator polynomials. It is defined as follows:

Λ(X) · St(X) ≡ Ωt(X) mod Xδ−1, ∀t ∈ [v + 1] (4.6)

These v + 1 equations form the set of Key Equations. In order to solve these, GEEA is

being used in the decoding algorithm.

Table 4.1 ([19]) summarises the syndrome-based decoding algorithm for quasi-cyclic codes.
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Decoding Algorithm for an [ml, k, d]q-quasi-cyclic code

Input:
m, l, k, q, r ←− Parameters of the quasi-cyclic code C
r(X) =

(
r0(X), r1(X), ..., rl−1(X)

)
∈ Fq[X]l ←− Received word

f, v ≥ 0, δ > 2, z > 0 with gcd(z,m) = 1
λi = αf+iz+j, ∀i ∈ [δ − 1], j ∈ [v + 1]←− Eigenvalues
v = (v0, v1, ..., vl−1) ∈ Fl

qr ←− Eigenvector

Output:
c(X) = (c0(X), c1(X), ..., cl−1(X))←− Estimated Codeword
or
DECODING FAILURE

Algo:
• Compute St(X),∀t ∈ [v + 1] as in equation 4.3
• Solve the Key Equations jointly by applying the Generalised
Extended Euclidean Algorithm on (Xδ−1, S0(X), S1(X), ..., Sv(X))
• Find all ik such that Λ(α−ikz) = 0 =⇒ E = {i1, i2, ..., iε}
• If ε < deg(Λ(X)) :

DECODING FAILURE ←− Output
else:

Compute error values Ei1 , Ei2 , ..., Eiε ∈ Fqr from one of the error evaluator
polynomials, Ωt(X), t ∈ [v + 1]

Compute eik,0, eik,1, ..., eik,l−1 ∈ Fq s.t. Eik :=
l−1∑
j=0

eikjvj, ∀ik ∈ E

Compute ej(X) =
∑
i∈Ej

ei,jX
i, ∀j ∈ [l]

Compute cj(X) = rj(X)− ej(X), ∀j ∈ [l]
c(X) = (c0(X), c1(X), ..., cl−1(X))←− Output

Table 4.1: Decoding Algorithm (taken from [19])
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Chapter 5

Decoding quasi-twisted codes

In this chapter, more details on quasi-twisted codes are discussed, including a Hartmann-

Tzeng(HT)-like bound on the minimum distance of quasi-twisted codes in section 5.2. In

the section 5.3, we describe a syndrome-based decoding algorithm of quasi-twisted codes

that can decode up to ε ≤ d∗−1
2

errors, where d∗ = min
(
δ + s, dC

)
.

5.1 Spectral theory of quasi-twisted codes

We analyze the spectral theory of quasi-twisted codes in this section. A detailed explana-

tion of the same can be found in [21].

Recall from definition 2.4.9, that an [n = ml, k, d]q linear code C is said to be (λ, l)−quasi-
twisted if it is invariant under λ−constashift by l positions. We can consider a similar iso-

morphism as in eqn. 4.1, with R := Fq[X]/ ⟨Xm − λ⟩. Thereby, the invariance of the code-

words in Fml
q under λ−constashift by l positions now corresponds to the matrix in Fm×l

q

being closed under the row λ−constashift. That means the polynomials c(X) ∈ Rl are

closed under component-wise multiplication by X and reduction modulo Xm − λ. So, a

(λ, l)−quasi-twisted code can be seen as an R−submodule of Rl.

M. F. Ezerman et. al. has shown in [21] that a generating set of quasi-twisted codes can

also be expressed in the form of a reduced Gröbner basis with respect to the position-over-
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term order. Thus, for every quasi-twisted code, its reduced Gröbner basis G̃(X) is of the

following form and satisfies the properties listed below.

G̃(X) =


g0,0(X) g0,1(X) . . . g0,l−1(X)

g1,1(X) . . . g1,l−1(X)
. . .

...

0 gl−1,l−1(X)


1. gi,j(X) = 0, ∀0 ≤ j < i < l.

2. deg(gi,j(X)) < deg(gj,j(X)), ∀i < j.

3. gi,i(X)|(Xm − λ), ∀i ∈ [l].

4. If gi,i(X) = Xm − λ, then gi,j(X) = 0 ∀j ̸= i.

Every codeword polynomial c(X) ∈ C can then be written as c(X) = a(X)G̃(X). The

Fq−dimension of C is given by,

k = ml −
l−1∑
i=0

deg
(
gi,i(X)

)
=

l−1∑
i=0

(
m− deg

(
gi,i(X)

))
.

The determinant of G̃(X) is det
(
G̃(X)

)
=

l−1∏
i=0

gi,i(X), which means that every eigenvalue of

the quasi-twisted code C, βi is a root of the polynomial gi,i(X), for some i ∈ [l]. From the

aforementioned property 3, each eigenvalue βi,∀i ∈ [m] can be written as βi = αξi, where

α is a fixed mth root of λ and ξ is a primitive mth root of unity. The algebraic multiplicity

of an eigenvalue βi is defined as the largest integer, a such that (X − βi)
a|det

(
G̃(X)

)
. Its

geometric multiplicity is the dimension of the null space of G̃(βi), which is the eigenspace

of βi. i.e., Vi := {v ∈ Fl : G̃(βi)v
⊺ = 0}. Here F is the splitting field of Xm − λ (i.e., the

smallest extension of Fq containing all the roots of Xm−λ). It is shown in [21] that the al-

gebraic multiplicity of an eigenvalue of a (λ, l)−quasi-twisted code is equal to its geometric

multiplicity.
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5.2 HT-like bound on the minimum distance of quasi-

twisted codes

Consider an [m · l, k, d]q (λ, l)-quasi-twisted code, say C. Let ξ be a primitive mth root of

unity and α be an mth root of λ so that Ω := {αξi : 0 ≤ i ≤ m − 1} forms the set of all

mth roots of λ or equivalently the set of roots of Xm − λ. Recall that for l = 1, we get a

λ−constacyclic code. Given the generator polynomial g(X) of a λ−constacyclic code, the

set L := {αξi : g(αξi) = 0} is called its defining set.

Let C be an eigencode corresponding to an eigenspace V as stated in definition 4.2.1. We

now re-state a spectral bound on the minimum distance of quasi-twisted codes, which is

presented in [21, Theorem 11].

Theorem 5.2.1. [21, Theorem 11] Consider a (λ, l)−quasi-twisted code C. Let Ω ⊂ Ω

denote the non-empty set of eigenvalues of C. Consider a non-empty subset of eigenvalues,

P ⊆ Ω and a λ−constacyclic code CP with its defining set L ⊇ P. Let dP denote a lower

bound on the minimum distance of CP . Consider the intersection of eigenspaces (Vβ) of
the eigenvalues (β) in P, VP :=

⋂
β∈P
Vβ and the corresponding eigencode CP . Then, the

minimum distance of the (λ, l)−quasi-twisted code C is given by, dC ≥ min{dP , dCP
}.

In theorem 5.2.2, we formulate the HT-like bound for quasi-twisted codes. This bound can

be deduced from [21, Remark 5], following the motivation behind the HT-like bound for

quasi-cyclic codes (theorem 4.2.2). However, to the best of our knowledge, this is the first

instance of a formal proof for this bound.

Theorem 5.2.2. (HT-like Bound) Consider an [m · l, k, d]q (λ, l)-quasi-twisted code C.
For positive integers a, n1, n2, s and δ ≥ 2 with gcd(m,n1) = 1 and gcd(m,n2) < δ, define

the set,

D := {a, a+ n1, ..., a+ (δ − 2)n1,

a+ n2, a+ n2 + n1, ..., a+ n2 + (δ − 2)n1,
...

... . . .
...

a+ sn2, a+ sn2 + n1, ..., a+ sn2 + (δ − 2)n1}
For some a ≥ 0, the eigenvalues βi = αξi,∀i ∈ D. Let the corresponding eigenspaces be

denoted by Vi,∀i ∈ D. Consider the intersection of these eigenspaces, V :=
⋂
i∈D
Vi and an

eigenvector v = (v0, v1, ..., vl−1) ∈ V . Let the eigencode given by V (that is, the direct sum
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of eigencodes defined by Vi) be C with minimum distance dC. If

c(αξa+i1n1+i2n2)v⊺ = 0, ∀i1 ∈ [δ − 1], i2 ∈ [s+ 1] (5.1)

holds true for all c(X) =
(
c0(X), c1(X), ..., cl−1(X)

)
∈ C, then the HT-like bound for the

quasi-twisted code C is d ≥ d∗ = min
{
δ + s, dC

}
.

Proof.

Recall that an eigenspace Vi of an eigenvalue βi is defined as,

Vi :=
{
v ∈ Fl : G̃(βi)v

⊺ = 0
}
.

Since V is the intersection of the eigenspaces given by V :=
⋂
i∈D
Vi, we can conclude that

G̃(βi)v
⊺ = 0, ∀i ∈ D and ∀v ∈ V (5.2)

Recall that any codeword C(X) ∈ C can be written as c(X) = a(X)G̃(X). Now, the LHS

of the given condition 5.1 can be simplified as,

c(αξa+i1n1+i2n2)v⊺ =c(αξi)v⊺, ∀i ∈ D

=a(αξi))G̃(αξi)v⊺, ∀i ∈ D

=0 (using equation 5.2)

Let Ω denote the set of all eigenvalues of the (λ, l)−quasi-twisted code C. Note that this

set can be written as Ω = {βi : i ∈ D}. In other words, the premise of this theorem can be

considered as a special case of theorem 5.2.1, where P = Ω. Therefore, the minimum dis-

tance of the (λ, l)−quasi-twisted code C is dC ≥ min{dΩ, dCΩ
}, where we have the following

observations on dΩ and dCΩ
.

[22, Corollary 2.ii] gives a bound on the minimum distance of the λ−constacyclic code,

therefore we have dΩ ≥ δ + s.

Since Ω = {βi : i ∈ D},CΩ is the same as C, which is the eigencode corresponding to the

common eigenspace of the eigenvalues in Ω.

Therefore, we can conclude that the minimum distance of a (λ, l)−quasi-twisted code C is

given by, d ≥ d∗ = min
{
δ + s, dC

}
.
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5.3 Syndrome-based decoding of quasi-twisted codes

In this section, we describe some polynomials and matrices that are necessary for the de-

coding procedure detailed in the section 5.4.

Consider an [m · l, k, d]q (λ, l)-quasi-twisted code C. Let r(X) be the received word and

E = {i1, i2, ..., iε} be the set of error locations such that,

r(X) =
(
r0(X), r1(X), ..., rl−1(X)

)
=
(
c0(X) + e0(X), c1(X) + e1(X), ..., cl−1(X) + el−1(X)

) (5.3)

where

cj(X) =
∑
i∈[m]

ci,jX
i and ej(X) =

∑
i∈Ei

ei,jX
i, ∀j ∈ [l].

E :=
l−1⋃
i=0

Ei (5.4)

=⇒ |E| = ε ≤
l−1∑
i=0

|Ei|

Syndrome Polynomials: Let V =
⋂

i1∈[δ−1],i2∈[s+1]

Va+i1n1+i2n2 . Consider an eigenvector

v = (v0, v1, . . . , vl−1) ∈ V . We consider (s+ 1) syndrome polynomials defined as follows:

St(X) :=
∞∑
i=0

(
l−1∑
j=0

rj(αξ
a+in1+tn2)vj

)
X i mod Xδ−1

=
δ−2∑
i=0

(
l−1∑
j=0

rj(αξ
a+in1+tn2)vj

)
X i, ∀t ∈ [s+ 1]

(5.5)

Using the equation 5.1 from theorem 5.2.2, we can simplify St(X) to get,

St(X) =
δ−2∑
i=0

(
l−1∑
j=0

ej(αξ
a+in1+tn2)vj

)
X i, ∀t ∈ [s+ 1] (5.6)

Error locator polynomial: We use the generalized Berlekamp-Massey algorithm [24] in
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the decoding procedure. Using this algorithm, we get the error locator polynomial to be a

polynomial with ξ−in1 ,∀i ∈ E as its roots. Therefore, we define the error locator polyno-

mial as follows:

Λ(X) :=
∏
i∈E

(1−Xξin1) (5.7)

Error evaluator polynomials: Let Ωt(X),∀t ∈ [s+ 1] denote the error evaluator polyno-

mials. It is defined as follows:

Λ(X) · St(X) ≡ Ωt(X) modXδ−1, ∀t ∈ [s+ 1] (5.8)

Remark 5.3.1. These (s + 1) equations in 5.8 form the ‘Key Equations’. Solving these

equations jointly is equivalent to applying the generalized Berlekamp-Massey algorithm

(described in [24]) or the generalized expanded Euclidean algorithm (described in [25]) on

(Xδ−1, S0(X), S1(X), ..., Ss(X)). We use the former one in our decoding algorithm.

We now consider the matrix representation of the syndrome polynomial and a decompo-

sition of this matrix. More detailed background can be found in [24, Section VI.A]. The

decomposition of the syndrome matrix is done in accordance with a matrix operation ∗,
which was introduced in [26]. These will be used in the decoding procedure discussed in

the next section.

S :=
(
S⟨0⟩ S⟨1⟩ ... S⟨s⟩)⊺,
where S⟨t⟩ :=

(
S
⟨t⟩
i+j

)j∈[ε+1]

i∈[δ−1−ε]
, ∀t ∈ [s+ 1]

and S
⟨t⟩
k =

l−1∑
j=0

rj(αξ
a+kn1+tn2)vj, ∀k ∈ [δ − 1], t ∈ [s+ 1];

X :=
(
X⟨0⟩ X⟨1⟩ ... X⟨s⟩)⊺,
where X⟨t⟩ :=

(
ξ(n1i+n2t)j

)j∈{1,2,...,ε}
i∈[δ−1−ε]

∀t ∈ [s+ 1];

Y :=diag
(
(αξa)i1Ei1 , (αξ

a)i2Ei2 , ..., (αξ
a)iεEiε

)
,

where Eik :=
l−1∑
j=0

eikjvj ∀ik ∈ E ;

X̃ :=
(
ξin1j

)j∈[ε+1]

i∈{1,2,...,ε}; A :=
(
ξij
)j∈1,2,...,ε
i∈[s+1]

; B := X⟨0⟩
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These are explicitly written below:

S =



S
⟨0⟩
0 S

⟨0⟩
1 ... S

⟨0⟩
ε

S
⟨0⟩
1 S

⟨0⟩
2 ... S

⟨0⟩
ε+1

...
... . . .

...

S
⟨0⟩
δ−2−ε S

⟨0⟩
δ−1−ε ... S

⟨0⟩
δ−2

S
⟨1⟩
0 S

⟨1⟩
1 ... S

⟨1⟩
ε

S
⟨1⟩
1 S

⟨1⟩
2 ... S

⟨1⟩
ε+1

...
... . . .

...

S
⟨1⟩
δ−2−ε S

⟨1⟩
δ−1−ε ... S

⟨1⟩
δ−2

...
... . . .

...
...

... . . .
...

S
⟨s⟩
0 S

⟨s⟩
1 ... S

⟨s⟩
ε

S
⟨s⟩
1 S

⟨s⟩
2 ... S

⟨s⟩
ε+1

...
... . . .

...

S
⟨s⟩
δ−2−ε S

⟨s⟩
δ−1−ε ... S

⟨s⟩
δ−2


(δ−1−ε)(s+1)×(ε+1)

(5.9)

X =



1 1 ... 1

ξn1 ξ2n1 ... ξεn1

...
... . . .

...

ξ(δ−2−ε)n1 ξ2(δ−2−ε)n1 ... ξε(δ−2−ε)n1

ξn2 ξ2n2 ... ξεn2

ξ(n1+n2) ξ2(n1+n2) ... ξε(n1+n2)

...
... . . .

...

ξ

(
(δ−2−ε)n1+n2

)
ξ2
(
(δ−2−ε)n1+n2

)
... ξε

(
(δ−2−ε)n1+n2

)
...

... . . .
...

...
... . . .

...

ξsn2 ξ2sn2 ... ξεsn2

ξ(n1+sn2) ξ2(n1+sn2) ... ξε(n1+sn2)

...
... . . .

...

ξ

(
(δ−2−ε)n1+sn2

)
ξ2
(
(δ−2−ε)n1+sn2

)
... ξε

(
(δ−2−ε)n1+sn2

)


(δ−1−ε)(s+1)×ε

(5.10)
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Y =


(αξa)i1Ei1

(αξa)i2Ei2

. . .

(αξa)iεEiε


ε×ε

(5.11)

X̃ =


1 ξn1 ξ2n1 . . . ξεn1

1 ξ2n1 ξ4n1 . . . ξ2εn1

...
...

... . . .
...

1 ξεn1 ξ2εn1 . . . ξε
2n1


ε×(ε+1)

(5.12)

A =


1 1 . . . 1

ξn2 ξ2n2 . . . ξεn2

...
... . . .

...

ξsn2 ξ2sn2 . . . ξεsn2


(s+1)×ε

(5.13)

B =


1 1 . . . 1

ξn1 ξ2n1 . . . ξεn1

...
... . . .

...

ξ(δ−2−ε)n1 ξ2(δ−2−ε)n1 . . . ξε(δ−2−ε)n1


(δ−1−ε)×ε

(5.14)

5.4 Decoding Algorithm up to the HT-like bound

In this section, we develop a syndrome-based decoding procedure for quasi-twisted codes.

This algorithm (Table 5.1) can be used to correct up to ε = d∗−1
2

errors, where d∗ =

min(δ + s, dC) is the HT-like bound for quasi-twisted codes. We begin by proving a con-

dition which ensures that the decoding algorithm can correct up to ε errors. We then ana-

lyze the time complexity of the algorithm to gauge its efficiency.

Theorem 5.4.1. Consider an [m·l, k, d]q (λ, l)-quasi-twisted code C such that the condition

5.1 along with the assumptions in theorem 5.2.2 hold. Let the number of errors be at most

ε such that E = {i1, i2, ..., iε} is the set of error locations. Consider the (s+1) syndrome

polynomials S0(X), S1(X), ..., Ss(X) as defined in 5.5. Then, the syndrome matrix (refer

5.9) will have rank(S) = ε.
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Proof.

In the previous section, we have defined the syndrome matrix S and the matrices X, Y, X̃

(refer eqns. 5.9 to 5.10) such that we get the decomposition S = XY X̃. X̃ being a Van-

dermonde matrix and gcd(m,n1) = 1 ensures that the rank(X̃) = min(ε, ε + 1) = ε. The

diagonal matrix, Y is non-singular. Therefore, we see that rank(S) = rank(X).

According to the ∗ operation defined in [26], the matrix X can be decomposed as X =

A ∗ B where A and B are defined in 5.13 and 5.14. Then, using [24, Section VI.A], we

see that if rank(A) + rank(B) > ε, then rank(X) = ε. Notice that both A and B are

Vandermonde matrices and gcd(m,n1) = 1. Therefore, rank(A) = min((s + 1), ε) and

rank(B) = min((δ − 1 − ε), ε). It is shown in [24] that we can assume δ − 1 > s, for the

case of HT-bound. Recall that ε ≤ d∗−1
2

, where d∗ = min(δ + s, dC). Then, we get

ε ≤ d∗ − 1

2
=

min(δ + s, dC)− 1

2
≤ δ + s− 1

2
< δ − 1.

Therefore, we can simplify the four cases of rank(A) + rank(B) as follows:

(s+ 1) + (δ − 1− ε) = (δ + s− 1) + 1− ε > 2ε+ 1− ε = ε+ 1 > ε,

(s+ 1) + ε > ε,

ε+ (δ − 1− ε) = δ − 1 > ε,

ε+ ε > ε

Note that rank(A) + rank(B) > ε in all the four cases. Thus we get rank(X) = ε.

Therefore, rank(S) = rank(X) = ε.

Remark 5.4.1. Note that the condition rank(S) = ε guarantees that the error locator

polynomial generated is unique with roots ξ−in1 ,∀i ∈ E. Thus, we can perform the decoding

algorithm as described in the following table 5.1, provided the number of errors is upper-

bounded by ε.

Table 5.1 describes the decoding algorithm for an [m · l, k, d]q (λ, l)-quasi-twisted code C.
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Decoding Algorithm for a (λ, l)-QT code

Input:
λ,m, l, k, q, r ←− parameters of the quasi-twisted code C
r(X) =

(
r0(X), r1(X), ..., rl−1(X)

)
∈ Fq[X]l ←− received word

a ≥ 0, δ ≥ 2, {s, n1, n2} ∈ Z+ with gcd(m,n1) = 1, gcd(m,n2) < δ
β = αξa+in1+jn2 , ∀i ∈ [δ − 1], j ∈ [s+ 1]←− eigenvalues
v = (v0, v1, ..., vl−1) ∈ Fl

qr ←− eigenvector

Output:
c(X) = (c0(X), c1(X), ..., cl−1(X))←− estimated codeword
or
DECODING FAILURE

Algo:
• Compute St(X),∀t ∈ [s+ 1] as in eqn. 5.5
• Solve the Key Equations jointly by applying the generalized
Berlekamp-Massey algorithm on (Xδ−1, S0(X), S1(X), ..., Ss(X))
(refer Remark. 5.3.1)
• Find all ik such that Λ(ξ−ikn1) = 0 =⇒ E = {i1, i2, ..., iε}
• If ε < deg(Λ(X)) :

DECODING FAILURE ←− Output
else:

Compute Ei1 , Ei2 , ..., Eiε ∈ Fqr from one of the error evaluator
polynomials, Ωt(X), t ∈ [s+ 1]

Compute eik,0, eik,1, ..., eik,l−1 ∈ Fq s.t. Eik :=
l−1∑
j=0

eikjvj, ∀ik ∈ E

Compute ej(X) =
∑
i∈Ej

ei,jX
i, ∀j ∈ [l]

Compute cj(X) = rj(X)− ej(X), ∀j ∈ [l]
c(X) = (c0(X), c1(X), ..., cl−1(X))←− Output

Table 5.1: Decoding Algorithm
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Complexity Analysis:

The first line of the algorithm involves computing the syndrome polynomials, which in-

cludes computing l dot products and evaluating for δ− 1 coefficients. That means this step

has a complexity that is linear in l. The second line, where the generalised Berlekamp-

Massey algorithm is employed, has a complexity which is quadratic in l. The next step in-

volves finding the roots of the error locator polynomial, which can be done by using Chien

search and thus has a complexity which is linear in the number of errors, ε.

Therefore, we can clearly see that the highest complexity term of the overall complexity

will be from the second line of the algorithm, where the generalised Berlekamp-Massey

algorithm is used. Thus, the overall complexity can be approximated as O(l2).
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Chapter 6

Niederreiter-like cryptosystem based

on quasi-twisted codes

6.1 Introduction

Let l,m, λ be positive integers such that m is a prime power and l is bounded above by a

polynomial in m. Consider an [n = ml, k = (l−1)m]q (λ, l)−quasi-twisted code C with rate
l−1
l
. (Recall that the rate of a code is defined as k

n
).

Suppose c = {a0, a1, a2, ..., an−1} ∈ C is a codeword. Then by definition 2.4.9, we know that

{λan−l, λan−l+1, ..., λan−1, a0, ..., an−l−1} ∈ C is a codeword.

Definition 6.1.1. Twistulant matrix: Consider c = (c0, c1, . . . , cm−1) ∈ Fm
q . An

m × m matrix is called a (right) twistulant matrix if its rows are composed of the (right)

λ−constashifts of c. Precisely, G is a twistulant matrix if c forms the first row of G and

every other row of G can be obtained by a λ−constashift of the row above it.

G =


c0 c1 c2 . . . cm−1

λcm−1 c0 c1 . . . cm−2

λcm−2 λcm−1 c0 . . . cm−3

...
...

...
. . .

...

λc1 λc2 λc3 . . . c0


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A twistulant matrix can be represented by its first row. Notice that this row can be mapped

to the polynomial c(X) = c0 + c1X + c2X
2 + . . . + cm−1X

m−1 ∈ Fq[X]/ ⟨Xm − λ⟩. This
polynomial c(X) is called the defining polynomial of the twistulant matrix G. When λ = 1,

a twistulant matrix is indeed a circulant matrix.

It is proved in [27] that the generator matrix of a (λ, l)−QT code can be expressed in the

form of blocks of twistulant matrices. Each row of such a matrix is conventionally termed

a generator. Therefore, the generator matrix of a 1-generator QT-code can be expressed

as,

G =
[
G0|G1| . . . |Gl−1

]
, (6.1)

where each Gi is an m×m twistulant matrix.

Note that the dual code C⊥ of the [ml, (l−1)m] (λ, l)−QT code, which is an [ml,m] (λ−1, l)−QT

code [17], is a 1-generator code. Thus, the generator matrix of C⊥ will be of the form given

in the above eqn. 6.1 with each Gi as:

Gi =


c0 c1 c2 . . . cm−1

λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0


V. Bhargava et. al. in [28] describes how a generator matrix of a rate 1/m code can be

expressed in the standard form. Since C⊥ is a rate 1/m code, if one of the G′
is is invertible

(say, G0), we can rewrite G in the standard form as,

G∗ =
[
I|G∗

1|G∗
2| . . . |G∗

l−1

]
, (6.2)

where I is the m × m identity matrix and G∗
i = Gi/G0, ∀ 1 ≤ i ≤ l − 1. It is proved

in [29] that the set of all right twistulant matrices is closed under multiplication. More-

over, in [30], it is proved that for an invertible λ−twistulant matrix, its inverse is also a

λ−twistulant matrix. Using these two facts, we can clearly see that G∗
i (∀ 1 ≤ i ≤ l − 1) is

also a λ−twistulant matrix.

Since G∗ forms a generator matrix of C⊥, we can consider H = G∗ as a parity-check matrix

of C, which is the quasi-twisted code of our interest.
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6.2 Classical Security

Here, we discuss the classical security of our cryptosystem. The equivalence of McEliece

and Niederreiter cryptosystems from a security perspective is proved in [6]. Two impor-

tant classical attacks against McEliece or Niederreiter cryptosystems are considered in this

section.

1. Information Set Decoding (ISD) attacks: These can be induced by two strategies,

namely, Lee and Brickell’s method and Stern’s algorithm. From [31], we know that

these attacks have the minimum work factor for the classical cryptanalysis purpose,

and the so attained minimum work factor can, in turn, be considered as the security

level of these cryptosystems.

Now we analyse the minimum work factor for our proposed variant using [ml, (l −
1)m] (λ, l)−QT code. Let the error-correcting capacity of this code be ε.

Then (using [32]) the minimum work factor is given by,

Wmin = T2(αk
3 +N2βk) = T2(k

3 +N2k)

setting α = β = 1 and plugging in n = ml and k = (l − 1)m, it simplifies to:

Wmin = T2

(
(l − 1)3m3 + (l − 1)mN2

)
where, T2 =

1
2∑

i=0

Qi

, Qi =

(
ε
i

)(
n−2
k−i

)(
n
k

) and N2 =
2∑

i=0

(
k

i

)

2. Attack on dual code: This attack is prone to happen when the parity-check matrix is

sparse, resulting in a dual code with low-weight codewords. This can be resisted by

avoiding sparse parity-check matrices.

6.3 Quantum Security

In this section, we show that our cryptosystem, using the quasi-twisted codes, can with-

stand Quantum Fourier Sampling (QFS), depicting its resistance to all those quantum at-
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tacks based on QFS. Quantum Fourier Sampling (QFS) plays a central role in many quan-

tum algorithms, including Shor’s algorithm. A detailed background can be found in [33].

6.3.1 Hidden Subgroup Problem

One way of attacking the Niederreiter cryptosystem is the Scrambler-Pemutation attack,

which further can be reduced into an instance of the Hidden Subgroup problem. QFS can

be used to solve the Hidden Subgroup Problem. We define the following, keeping in mind

the following setting. The public key H ′ of a Niederreiter cryptosystem is generated as

H ′ = SHP , where H is the (n − k) × n parity-check matrix of the underlying code, S is a

non-singular matrix of size (n− k) and P is an n× n permutation matrix.

Definition 6.3.1. Scrambler Permutation Attack: This attack involves finding the

scrambler-permutation pair i.e., the matrices S and P , assuming that H and H ′ are known.

(Any S ′, P ′ satisfying H ′ = S ′HP ′ is enough to make the attack successful.)

Definition 6.3.2. Hidden Shift Problem: Consider a finite group G and a finite set Σ.

Define two functions f0, f1 : G −→ Σ. The problem is concerned with finding a constant

g ∈ G such that f1(x) = f0(gx),∀x ∈ G, provided that such a constant (termed as ‘shift’

from f0 to f1) exists. (There might exist more than one such shift; finding any one from

those is enough.)

We can see that the Scrambler-Permutation problem reduces to the Hidden Shift problem

when the group is taken to be G = GLn−k(Fq) × Sn and the functions are defined on this

group such that ∀(S, P ) ∈ GLn−k(Fq)× Sn,

f0(S, P ) = S−1HP, f1(S, P ) = S−1H ′P

(here, the permutation matrix P is mapped to the corresponding permutation in Sn.) So,

we see that H ′ = SHP ⇐⇒ (S−1, P ) is a shift from f0 to f1. That is,

f0((S
−1, P )(S, P )) = S−1(SHP )P = S−1H ′P = f1(S, P )

∀(S, P ) ∈ GLn−k(Fq)× Sn.

Definition 6.3.3. Hidden Subgroup Problem: Given a function f on a group G such
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that f(x1) = f(x2) if and only if x1H = x2H for some unknown subgroup H < G, the

problem is to find a set of generators for the subgroup H.

The Hidden Shift problem on a group G reduces to the Hidden Subgroup problem on

G ≀ Z2 = G2 ⋊ Z2. Consider two functions f0 and f1 defined on G and define a function

f : G ≀ Z2 −→ Σ× Σ. For (x1, x2) ∈ G2 and a ∈ Z2,

f
(
(x1, x2), a

)
:=


(
f0(x1), f1(x2)

)
if a = 0(

f1(x2), f0(x1)
)

if a = 1

When the group in Hidden Shift problem is taken to be G = GLn−k(Fq) × Sn and the

shift from f0 to f1 to be s, it reduces to the Hidden Subgroup problem on G2 ⋊ Z2 =

(GLn−k(Fq)× Sn)
2 ⋊ Z2. If H0 := G|f0 , then the hidden subgroup is

K := G ≀ Z2|f =

(((
H0, s

−1H0s
)
, 0

)⋃((
H0s, s

−1H0

)
, 1

))

Finding this hidden subgroup K = G ≀Z2|f enables us to find a shift from f0 to f1. That is,

if we have
(
(g1, g2), 1

)
∈ K, then it means that g1 ∈ H0s. Thus, g1 is a shift from f0 to f1.

We can verify this as below, by taking s = (S−1, P ). We have,

H0 := G|f0 =⇒ H0 = {(S, P ) ∈ GLn−k(Fq)× Sn : S−1HP = H}

Let (S,P) ∈ H0. Then, by definition, we have S−1HP = H.

So, (S,P)(S−1P ) = (SS−1,PP ) ∈ H0s.

=⇒ f0

((
SS−1,PP

)(
S, P

))
= S−1SS−1HPPP = S−1SHPP = S−1H ′P = f1(S, P )

Therefore, (SS−1,PP ) ∈ H0S is indeed a shift.

Summing up: In short, we see that solving the hidden subgroup problem on (GLn−k(Fq)×
Sn)

2 ⋊ Z2 for the hidden subgroup taken as K leads to a solution to the hidden shift prob-

lem over GLn−k(Fq)×Sn. This, in turn corresponds to the scrambler-permutation problem,

which as stated before is an attack on the Niederreiter cryptosystem. So, we now focus on

the Hidden Subgroup problem on (GLn−k(Fq) × Sn)
2 ⋊ Z2 to prove the resistance of our

cryptosystem to the Scrambler-Permutation attack.
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6.3.2 Indistinguishability by QFS

In this section, we describe a sufficient condition for the indistinguishability of the sub-

group K using some of the results in [33]. Let G be a finite group. Consider QFS over G

in the given basis, {Bρ}. Two subgroups, H1 and H2, are said to be indistinguishable if

their probability distributions, say PH1 and PH2 , have their total variations really close to

one another. We check the indistinguishability of the hidden subgroup H < G from its

conjugate subgroups gHg−1 or the trivial subgroup ⟨e⟩ . Weak Fourier sampling cannot

distinguish the conjugate subgroups since PgHg−1 does not depend on g, giving the same

distribution for all the conjugate subgroups.

For some non-trivial subgroup H, we aim to show that strong Fourier sampling cannot

distinguish its conjugates from one another or from the trivial subgroup, efficiently. It is

to be noted that the probability distribution of the trivial hidden subgroup using strong

Fourier sampling, P⟨e⟩(·|ρ), is the same as the uniform distribution UBρ on the basis Bρ,

where ρ is an irreducible representation ρ ∈ Ĝ given by weak Fourier sampling. (where Ĝ

is the set of irreducible unitary representations of G). Thus, it is enough to show that, for

a random g ∈ G, PgHg−1(·|ρ) is close to UBρ in total variation.

We begin by restating the following definition from [33, Defn. 5].

Definition 6.3.4. Distinguishability of a subgroup using strong QFS: Let DH de-

note the distinguishability of a subgroup H < G using strong Fourier sampling over G.

Then, DH is defined to be the expectation of the squared L1−distance between PgHg−1(·|ρ)
and UBρ . That is,

DH := Eρ,g

[ ∥∥PgHg−1(·|ρ)− UBρ

∥∥2
1

]
for ρ ∈ Ĝ and a random g ∈ G. The subgroup H is said to be indistinguishable if,

DH ≤ log−ω(1) |G| (6.3)

Using Markov’s inequality, if strong Fourier sampling cannot distinguish the subgroup H,

then for all constant c > 0, ∥∥PgHg−1(·|ρ)− UBρ

∥∥
t.v.

< log−c |G|

with a minimum probability of 1− log−c |G| in both g and ρ.
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6.3.3 Application to the Niederreiter-like cryptosystem

Recollect that we are considering the Niederreiter-like cryptosystem using [n = ml, k =

(l − 1)m] (λ, l)−quasi-twisted code C with parity-check matrix of the form 6.2.

i.e., H =
[
I|G∗

1|G∗
2| . . . |G∗

l−1

]
m×ml

(6.4)

where, I is the m×m identity matrix and G∗
i is a λ−1−twistulant matrix with entries from

Fq. That means, for all 1 ≤ i ≤ l − 1,

G∗
i =


c0 c1 c2 . . . cm−1

λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0


m×m

Note that n− k = m for the [ml, (l − 1)m]q code under consideration.

Remark 6.3.1. We impose certain conditions on the parity-check matrix H =
[
I|G∗

1|G∗
2| . . . |G∗

l−1

]
as follows:

1. No two twistulant matrices G∗
i and G∗

j , for i ̸= j, 1 ≤ i, j ≤ l − 1, can have the same

defining polynomial, c(X) = c0 + c1X + c2X
2 + . . .+ cm−1X

m−1 ∈ Fq[X]/ ⟨Xm − λ⟩.

2. If λ = 1 (or equivalently, if q = 2), at least one of the coefficients of the defining

polynomial, c(X), should be distinct from the rest of the coefficients of c(X). In other

words, ∃ i, 1 ≤ i ≤ m− 1 such that ci ̸= cj for all j ̸= i, 1 ≤ j ≤ m− 1.

Recall that, the scrambler-permutation attack on the Niederreiter cryptosystem boils down

to the Hidden Subgroup problem on (GLm(Fq)× Sn)
2 ⋊ Z2 with the hidden subgroup as

K = G ≀ Z2|f =

(((
H0, s

−1H0s
)
, 0

)⋃((
H0s, s

−1H0

)
, 1

))

for a hidden element s ∈ GLm(Fq)× Sn and here,

H0 := G|f0 =⇒ H0 = {(S, P ) ∈ GLm(Fq)× Sn : S−1HP = H}.
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We can define the automorphism group of the linear code generated by H (Aut(H)) as

the projection of H0 onto Sn. i.e.,

Aut(H) = {P ∈ Sn : S−1HP = H for some S ∈ GLm(Fp)}

=⇒ ∀(S, P ) ∈ H0,∃P ∈ Aut(H)

Definition 6.3.5. Minimal degree: The minimal degree of a permutation group is de-

fined to be the number of points that are not fixed by a non-trivial element (i.e., not the

identity element) of the group.

Recall the definition of DK from definition 6.3.4. We can rewrite the [33, Thm. 4] for

Niederreiter cryptosystems as follows:

Theorem 6.3.1. Assume q(n−k)2 ≤ nan for some constant 0 < a < 1/4. Let d be the mini-

mal degree of the automorphism group Aut(H). Then, for sufficiently large n, the subgroup

K has DK ≤ O(|K|2e−δd), where δ > 0 is a constant.

Remark 6.3.2. Recall from eqn. 6.3 that the subgroup K is indistinguishable if DK ≤
log−ω(1) |G|. Using the given assumption q(n−k)2 ≤ nan, we can simplify log |G| as log |(GLn−k(Fq)×
Sn)

2 ⋊ Z2| = O(log n! + log q(n−k)2) = O(n log n). This implies that the subgroup K is indis-

tinguishable if |K|2e−δd ≤ (n log n)−ω(1).

Note that the size of the subgroup, K, is |K| = 2|H0|2 and |H0| = |Aut(H)| × |Fix(H)|,
where Fix(H) := {S ∈ GLn−k(Fq) : SH = H}. Clearly, |Fix(H)| = 1 or |H0| = |Aut(H)|.

In short, in order to check for indistinguishability of the hidden subgroup K, we need to

find the size and the minimal degree of the Automorphism group, Aut(H).

Recall that our parity-check matrix H is an m × ml matrix, where m is a prime power.

Using eqn. 6.4, we can rewrite H as
[
I|G∗

1|G∗
2| . . . |G∗

l−1

]
, where, I is the m × m identity

matrix and G∗
i is a λ−1−twistulant matrix.

Consider P ∈ Aut(H). By definition, there exists an S ∈ GLm(Fq) such that,

S−1HP = H

Let H =
[
I|C

]
such that C is a concatenation of G∗

i , which means C :=
[
G∗

1|G∗
2| . . . |G∗

l−1

]
.

Therefore,

S−1
[
I|C

]
P =

[
S−1|S−1C

]
P =

[
I|C

]
.
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Since right multiplication by a permutation matrix essentially permutes the columns, the

P matrix will be permuting the columns of S−1H to get the H matrix. Notice that, the

entries in S are from Fp whereas C has its entries from Fq, where q = pn for some n > 0.

Therefore, S−1C cannot have any columns of C. In other words, P permutes the columns

of S−1 to get I and that of S−1C to get C. This implies that every permutation matrix

P ∈ Aut(H) is a block diagonal matrix, whose top block, P0, is of size m. Moreover, the

twistulant structure of C forces the block diagonal matrix P to have l − 1 more blocks of

size m each and P can be represented as,

P =


P0

P1 0
. . .

Pl−2

0 Pl−1


ml×ml

where each block Pi acts on S−1G∗
i , for all 1 ≤ i ≤ l − 1. That means,[

S−1|S−1C
]
P =

[
S−1P0|S−1G∗

1P1|S−1G∗
2P2| . . . |S−1G∗

l−1Pl−1

]
=
[
I|G∗

1|G∗
2| . . . |G∗

l−1

]
Observe that S−1P0 = I. Therefore, S−1 = P−1

0 and thus, P−1
0 G∗

iPi = G∗
i for all 1 ≤ i ≤

l − 1. Recall that, Aut(H) = {P ∈ Sn : S−1HP = H for some S ∈ GLm(Fp)}. Note that

the size of Aut(H) can now be rewritten as the cardinality of the following set:

A1 :=
{
(P0, Pi)|P−1

0 G∗
iPi = G∗

i for some 1 ≤ i ≤ l − 1
}

Recall the conditions specified in Remark 6.3.1. The second condition implies that no two

columns within any of the G∗
i can be identical, along with the first condition, we can infer

that no two columns of H are identical. Moreover, S−1H = P−1
0 H doesn’t have any iden-

tical columns. In the premise of the set A1, we can see that, for all 1 ≤ i ≤ l − 1, P−1
0 G∗

i

has distinct columns, and thereby there exists at most one such Pi that can permute the

columns of P−1
0 G∗

i to get G∗
i . Therefore, the cardinality of the set A1 is the number of such

P0’s. That is, if

A2 :=
{
P0 ∈ Sm|P−1

0 G∗
iPi = G∗

i for all 1 ≤ i ≤ l − 1
}

then, |Aut(H)| = |A1| = |A2|.
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Observe that the group Aut(H) and thereby, A2 are subgroups of the symmetric group Sn

(by definition), that is Aut(H) < Sn and A2 < Sm.

Now we state the Burnside-Schur theorem, which will prove useful in finding the size and

minimal degree of Aut(H).

Theorem 6.3.2. (Burnside-Schur) Every primitive finite permutation group containing

a regular cyclic subgroup is either 2-transitive or permutationally isomorphic to a subgroup

of the affine group AGL1(p) where p is a prime.

In the theorem statement, AFL1(p) denotes the affine group of degree one over the field

of p elements (Fp), where p is a prime number. It is proved in [34, pp. 339-343] that the

theorem holds true for the permutation groups of prime power degree as well.

Recall that A2 is a subgroup of Sm, where m is a prime power. Now if it contains an m−cycle,
then we can apply the Burnside-Schur theorem on A2. Consider the following matrix:

B =


0 0 . . . 0 λ

1 0 . . . 0 0

0 1 . . . 0 0
...

...
. . .

...
...

0 0 . . . 1 0


m×m

Notice that B corresponds to an m−cycle. Now we check if B is an element of A2. Recall

that A2 =
{
P0 ∈ Sm|P−1

0 G∗
iPi = G∗

i for all 1 ≤ i ≤ l − 1
}
. Therefore, if B ∈ A2, then

B−1G∗
iPi should give us G∗

i . We evaluate it as follows:

B−1 =


0 1 0 0 . . . 0

0 0 1 0 . . . 0
...

...
. . .

...
...

0 0 0 0 . . . 1

λ−1 0 0 0 . . . 0


m×m
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B−1G∗
i =


0 1 0 0 . . . 0

0 0 1 0 . . . 0
...

...
. . .

...
...

0 0 0 0 . . . 1

λ−1 0 0 0 . . . 0




c0 c1 c2 . . . cm−1

λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0



=


λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0

λ−1c0 λ−1c1 λ−1c2 . . . λ−1cm−1


We see that for Pi = B, B−1G∗

iPi = G∗
i , which is demonstrated below:

B−1G∗
iB =


λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0

λ−1c0 λ−1c1 λ−1c2 . . . λ−1cm−1




0 0 . . . 0 λ

1 0 . . . 0 0

0 1 . . . 0 0
...

...
. . .

...
...

0 0 . . . 1 0



=


c0 c1 c2 . . . cm−1

λ−1cm−1 c0 c1 . . . cm−2

λ−1cm−2 λ−1cm−1 c0 . . . cm−3

...
...

...
. . .

...

λ−1c1 λ−1c2 λ−1c3 . . . c0

 = G∗
i

Note that for all 1 ≤ i ≤ l− 1, B−1G∗
iB = G∗

i . Therefore, we can say that B belongs to the

set A2. Now, on applying the Burnside-Schur theorem on A2, we can conclude that A2 is

either 2-transitive or is permutationally isomorphic to AGL1(m). We restrict ourselves to

the latter case of A2 ≤ AGL1(m). Thereby, we get the size of A2 to be bounded above by

the size of AGL1(m), which means |A2| ≤ m(m − 1). Using our previous observations and

arguments, we can conclude that the size of the automorphism group, Aut(H), is given by,

|Aut(H)| ≤ m(m− 1).

Observe that B ∈ A2 and A2 ≤ AGL1(m). Therefore, we see that B ∈ AGL1(m). Then,

for some A ∈ Mm×m(F) and b ∈ Fm, B(x) = Ax + b mod m, ∀x ∈ Fm. Recall from

the definition (definition 6.3.5) that the minimal degree is defined as the number of points
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that are not fixed by a non-identity element of the group. If B fixes more than one point,

then A must be the identity matrix Im and b must be the zero vector, b = 0. However,

that means B is an identity element. Therefore, any non-trivial element fixes at most one

element. Hence, the minimal degree of Aut(H) is at least m− 1.

Now, the following theorem provides the necessary conditions under which the hidden sub-

group K, corresponding to the proposed cryptosystem, is indistinguishable.

Theorem 6.3.3. Consider an [n = ml, k = (l − 1)m]q (λ, l)−quasi-twisted code C, where
m is a prime power. Suppose m < 1/4l(logq m + logq l). Then the subgroup K defined as

follows:

K = G ≀ Z2|f =

(((
H0, s

−1H0s
)
, 0

)⋃((
H0s, s

−1H0

)
, 1

))
,

is indistinguishable.

Proof. Recall from Theorem 6.3.1 and Remark 6.3.2 that under the assumption of qn−k2 ≤
nan, the subgroup K is said to be indistinguishable if |K|2e−δd ≤ (n log n)−ω(1). Here, δ > 0

is a constant and d is the minimal degree of the automorphism group Aut(H). We can see

that the assumption of Theorem 6.3.1, qn−k2 ≤ nan, for some 0 < a < 1/4, holds for our

case from the following: (From here on, log refers to log to the base q.)

qm
2 ≤ (ml)aml

m2 ≤ aml log(ml)

m2 ≤ aml(logm+ log l)

m ≤ al(logm+ log l)

Since 0 < a < 1/4, this is indeed the assumption given in this theorem, m < 1/4l(logq m+
logq l). Now, we can use the theorem 6.3.1 to check for the indistinguishability of K. Recall

that |K| = 2|H0|2 = 2|Aut(H)|2, where |Aut(H)| ≤ m(m − 1) and d ≥ m − 1 On

substituting the values for |K| and d, we get

|K|2e−δd ≤ (2m4)2e−δm

Therefore, |K|2e−δd ≤ 4m8e−δm, where δ > 0 is a constant. Using the bound on l, we can

see that 4m8e−δm ≤ (ml log(ml))−ω(1). Hence, we get |K|2e−δd ≤ (ml log(ml))−ω(1) and

therefore, the hidden subgroup K is indistinguishable. Thereby, we can conclude that the

cryptosystem can withstand QFS attacks.
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Chapter 7

Conclusion

This thesis addresses the rising need for a quantum-secure cryptosystem in response to the

expanding capabilities of quantum computing. The McEliece cryptosystem (equivalently,

the Niederreiter cryptosystem) is a potential solution, given that it is quantum-secure and

facilitates faster encryption and decryption. However, the large key sizes make it not feasi-

ble for implementation. We analyzed the different modifications of the McEliece/Niederreiter

cryptosystems and found a variant of the Niederreiter cryptosystem based on quasi-cyclic

codes (presented in [16]). This work inspired us to further study the quasi-cyclic codes and

a more generalized code family - quasi-twisted codes. We explored the possibility of re-

placing Goppa codes in the Niederreiter cryptosystem with quasi-twisted codes to develop

a more secure code-based cryptosystem.

It is necessary for a code to have an efficient decoding algorithm in order to adopt it in

a code-based cryptosystem. One main challenge in developing a Niederreiter-like cryp-

tosystem based on quasi-twisted codes was to establish a decoding algorithm. In order to

provide a decoding procedure, we show a new lower bound on the minimum distance of

quasi-twisted codes - the Hartmann-Tzeng(HT)-like bound (discussed in theorem 5.2.2).

We then describe a syndrome-based decoding algorithm in Section 5.3 that can correct up

to ε = d∗−1
2

errors, where d∗ is the minimum distance determined by the HT-like bound for

quasi-twisted codes. Our algorithm operates with a time complexity that is quadratic in

relation to the length of the code.

Having described a decoding procedure for quasi-twisted codes, we present a Niederreiter-
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like cryptosystem based on quasi-twisted codes in Chapter 6 of this thesis. We draw mo-

tivation from the quasi-cyclic variant ([16]) and develop a more secure cryptosystem that

uses [ml, (l − 1)m]q (λ, l)−quasi-twisted codes, where m is a prime power and l is bounded

above by a polynomial in m. We show that our cryptosystem is both classical as well as

quantum secure. To prove the quantum security, we consider the Scrambler-Permutation

attack and prove that our cryptosystem can resist such an attack. This is done by prov-

ing the indistinguishability of the hidden subgroup in the Hidden Subgroup Problem, by

quantum Fourier sampling (QFS). Resistance to QFS attacks is considered as a measure

of quantum-security and we show that our cryptosystem can withstand QFS attacks. As

we currently understand, the quasi-cyclic code-based cryptosystem withstands any known

attacks. Therefore, we expect that this would be the case for our cryptosystem as well.

We leave the analysis of the security of our cryptosystem against attacks that are not

based on QFS, such as variants of the Sidelnikov-Shestakov attack [7] that uses the dimen-

sion of the Schur square of the underlying code for future work. Furthermore, the param-

eter bounds presented in this work may not represent the most efficient or optimal val-

ues. There is potential for these bounds to be further refined and improved through more

in-depth analysis in future research, which could lead to enhanced performance and more

accurate results.
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