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Abstract

With recent advancements in quantum information and computation hardware, the field is at a piv-
otal stage where real-world applications rely on multiple rounds of error correction or mitigation.
However, due to scalability challenges and the inherent noisiness of quantum hardware, error cor-
rection techniques are still in their infancy. As an alternative, error mitigation through classical
post-processing provides a practical solution. Many mitigation techniques are optimized for spe-
cific noise types, making quantum noise characterization a key research area. Several approaches,
including machine learning, have been explored for noise classification. Neural networks have
been used to distinguish between quantum and classical parameters of dephasing noise and to

classify Markovian and non-Markovian noise types.

Quantum Key Distribution (QKD) protocols, [1]such as BB84 and BBM92 [1], enable secure
key exchange using single and two-qubit operations on gate-based quantum computers. How-
ever, noise in quantum gates can introduce quantum bit errors in the generated encryption key. In
this work, I demonstrate that the distribution of Quantum Bit Error Rate (QBER) in QKD proto-
cols can reveal underlying noise types. Using supervised machine learning algorithms,K-Nearest
Neighbors[2], Gaussian Naive Bayes [3], and Support Vector Machines[4] leads to high accuracy
in binary classification of depolarizing, amplitude damping, and bit-flip noise models in Quantum

key distribution channels and gate based quantum computers.

A key innovation of my approach is its simplicity, utilizing basic circuits, statistical analy-
sis, and low-depth classifiers. Additionally, I have developed a noise mitigation method for QKD
channels and gate-based quantum computers using Singular Value Decomposition (SVD) of noisy
Matrices, achieving near-perfect efficiency. Looking ahead, I plan to develop a novel QKD proto-
col that leverages the transfer of the standard deviation of measurements between Alice and Bob

using a three-qubit superposition state.
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Chapter 1

Introduction

Quantum communication [1] is the quantum counterpart of classical communication, providing a
fundamentally secure method for information transmission by utilizing the principles of quantum
mechanics. In classical communication, information is transferred through various means, such
as fiber-optic cables, where electrical or optical signals carry encoded data. In contrast, quantum
communication relies on the transmission of polarized photons [5], which serve as carriers of quan-
tum information. The encoding of information within these quantum states ensures the security of

transmission, as the fundamental principles of quantum mechanics govern the process.

Quantum communication falls under the broader domain of quantum technologies, focusing on
developing secure methods for data transmission. Over the years, numerous quantum communica-
tion and key distribution protocols have been proposed and developed to enhance the security of
information exchange. The emergence of post-quantum cryptography further highlights the need

for alternative security frameworks resilient against quantum threats.

One of the core principles of quantum communication is the encoding and decoding of infor-
mation while adhering to the fundamental theorems of quantum mechanics, such as the no-cloning
theorem [6] and the no-signaling theorem. The pioneering quantum key distribution (QKD) pro-
tocol, BB84[5], and the entanglement-based BBM92 [7] protocol laid the foundation for secure
quantum communication. Additionally, other protocols, such as E91, SARGO04, and multi-qubit
entangled state protocols, have been developed to enhance security and efficiency. However, de-
spite significant advancements, the scalability and practical utility of these protocols pose substan-

tial challenges, primarily due to the complexities of physical implementation.



One of the major obstacles in the implementation of quantum communication is the interaction
of quantum states with their surrounding environment. This interaction often leads to decoherence,
causing the quantum properties of the transmitted information to change, thereby introducing er-
rors in the expected outcome. Such errors can result in misinformation, ultimately compromising
the reliability of quantum key distribution protocols. Addressing these challenges requires effec-

tive noise mitigation strategies to ensure accurate key generation with minimal errors.

In the Noisy Intermediate-Scale Quantum (NISQ) era [8] , considerable attention has been di-
rected toward building and scaling practical quantum technologies. The focus has shifted towards
bridging the gap between experimental and theoretical advancements, ensuring a parallel progres-
sion in the development of quantum communication technologies. As part of efforts to enhance
the performance of quantum key distribution, our research has focused on identifying and classi-
fying noise types in QKD channels and gate-based quantum computers using supervised machine
learning methods. By analyzing the distribution of quantum bit error rates (QBER).

Our approach involves the use of machine learning algorithms to identify and classify noise
sources affecting QKD channels. By training supervised learning models on QBER distributions,
we can effectively pinpoint noise types and develop appropriate mitigation strategies. This ap-
proach allows for adaptive noise correction, enhancing the accuracy of quantum key distribution
even in the presence of environmental disturbances. Furthermore, we have developed a noise-
independent mitigation strategy for QKD channels and gate-based quantum computers using sin-
gular value decomposition (SVD) of noisy matrices. This method provides a robust framework for

noise mitigation, ensuring improved performance of QKD protocols in real-world scenarios.

Beyond noise mitigation, our ongoing research focuses on developing a novel quantum key
distribution protocol that leverages statistical transformations of measurement deviations between
communicating parties. By utilizing the standard deviation of unsupervised measurements, we aim
to design an new QKD protocol that enhances security and resilience against noise. Additionally,
we intend to integrate machine learning-assisted techniques to create a noise-resistant QKD SDK

framework, further strengthening the security and reliability of quantum communication.

The integration of machine learning into quantum communication represents a promising direc-
tion for improving the efficiency of quantum key distribution. By leveraging machine learning and
statistical models, we can enhance error mitigation mechanisms and develop adaptive protocols
capable of withstanding environmental perturbations. Our goal is to refine existing quantum key

distribution techniques while introducing innovative methodologies that align with the evolving



landscape of quantum technologies.

As quantum computing continues to advance, the necessity for secure communication channels
becomes increasingly critical. Quantum key distribution offers an unparalleled level of security,
ensuring that information remains protected against eavesdropping and unauthorized access. How-
ever, achieving practical scalability and reliability requires addressing the inherent challenges asso-
ciated with quantum noise, environmental interactions, and error correction. Through our research
efforts, we aim to contribute to the development of more robust and scalable quantum communi-

cation technologies, paving the way for widespread implementation in secure data transmission.

In conclusion, quantum communication stands at the forefront of technological advancements
in secure information exchange. The ongoing research in noise identification, mitigation strategies,
and machine learning-assisted QKD protocols, By bridge theoretical insights with experimental
implementations. Our work represents a step toward achieving this goal, ensuring that quantum

key distribution remains a viable and effective solution for future secure communications.






Chapter 2

Preliminaries

2.1 Information and Quantum Information

Classically Information can be transformed from one party to another through a optical cable in
the form of an electrical signal. In quantum information, data can be encoded in a polarized photon

and transferred between parties, a process known as quantum communication.

2.1.1 Bits and Qubit

Bit is the smallest unit of digital information and is represented by 0 and 1 [9]. qubits are quantum
analogous to the classical bit used in quantum computing. Physically we can represent this as a

two-level system. with states |0)and|1) where

These are called standard basis in quantum computing. Sometimes state can be in a superposition
of the |0)and|1)states. which are |+)and|—) .



1

[+) = —=(0)+ 1))

S

2

1

=) =—7=(10)=[1))
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2.1.2 Quantum Gate

Quantum operator are used to represent the change of the physical state. Qubit states can be trans-
formed by using unitary operators, often termed quantum gates[9] which are analogs to classical

digital gates. Here are some widely used quantum gates.

1. H gate

The Hadamard gate transforms the basis states as follow

H|0) = 'O>}2“> _
HI1) = ’Ol}z‘” — )
2. X gate
(o)
X —

1 0

X[0) = 1)

X[1) = 0}

3. Z gate(Phase gate)



4. Y gate

X, Y, Z gates are known as Pauli gates. These gates rotate the qubit 180°around the respective

axis of the bloch sphere.

2.2  Quantum Key Distribution Protocol

Quantum Key Distribution (QKD) protocols are methods for generating a secret key between two
or more parties using polarized photons, based on the principles of quantum mechanics. Over the
years, various key distribution protocols have been developed. In my study, I focus primarily on
the preliminary protocols BB84 [5] and BBM92 [7]

2.2.1 BB84

BB84 is a quantum key distribution scheme proposed by Charles Bennett and Gilles Brassard
in 1984, which allows two parties, Alice and Bob, to securely share a secret key. The protocol

involves the following steps:
1. Preparation: Alice randomly generates a string of bits and encodes each bit into a qubit
using one of two bases: the computational basis {|0), |1)} or the diagonal basis {|+),|—)}.
2. Transmission: Alice sends the qubit to Bob over a quantum channel.

3. Measurement: Bob randomly chooses a basis (computational or diagonal) to measure each

qubit he receives.



4. Basis Reconciliation: Alice and Bob publicly announce the bases they used for each qubit.

They discard bits where their bases do not match.

5. Key Sifting: The remaining bits form the raw key. Alice and Bob perform error correction

and privacy amplification to obtain the final secret key.

Let b; be the i-th bit in Alice’s string, and let ; be the basis used for encoding b;. The qubit g; is
prepared as:

|0) ifb;j=0and 6,=0

1) ifbj=1and 6,=0

gi = , @.1)
|+> ifbj=0and 6; =1

[|[-) ifb;=1and 6;=1

Bob measures each qubit g; in a randomly chosen basis ¢;. If ¢; = 6;, Bob’s measurement result

will match b; with high probability.

2.2.2 BBM92

The BBM92 protocol is an entanglement-based quantum key distribution (QKD) scheme that al-
lows two parties, Alice and Bob, to securely share a secret key. The protocol involves the following

steps:

1. Entanglement Generation: A source generates pairs of entangled qubits and sends one

qubit from each pair to Alice and the other to Bob.

2. Measurement: Alice and Bob randomly choose one of two measurement bases (e.g., com-

putational basis {|0),|1)} or diagonal basis {|+), |—) }) to measure their qubits.

3. Basis Reconciliation: Alice and Bob publicly announce the bases they used for each qubit.

They keep the results where their bases match and discard the rest.

4. Key Sifting: The remaining bits form the raw key. Alice and Bob perform error correction

and privacy amplification to obtain the final secret key.

10



The entangled state shared between Alice and Bob can be represented as:

{lo7),|®@7),[¥"),[¥)}
Their expansions in the computational basis are:

1

©%) = —=(00) +11)
©) = —(j00) —|11))
-
w) =%<|01>+110>>
_ 1
Wy =L o1y~ |10))

V2

These Bell states are maximally entangled two-qubit states and are widely used in quantum
information protocols such as quantum teleportation, superdense coding, and entanglement-based

quantum key distribution.

Alice and Bob measure their qubit in randomly chosen bases. If their measurement bases

match, their results will be correlated according to the entangled state.

2.3 Noise Channels

In quantum computing, noise can significantly affect the performance and reliability of quantum
systems. Noise in the quantum channel leads to a change in state Which results in an incorrect key

in the QKD protocol. Here are some common types of noise errors:

11



2.3.1 Bit-Flip

A bit-flip error occurs when a qubit state flips from |0) to |1) or vice versa. This is analogous to a
classical bit error where a 0 becomes a 1 or a 1 becomes a 0. The bit-flip error can be represented
by the Pauli-X operator X.The Kraus operators describe how the quantum state evolves when

interacting with a noisy environment. The Kraus operators defining this transformation are given

Ey= lbp]I; E| = A/ 1— QprGx 2.2)

as follows [9]:

2.3.2 Depolarization

Depolarization noise which leads to the change in the qubit state as follows[9]:
Adp :)ydpp-i-(l—)l,dp)]l (2.3)

The depolarizing noise can be seen that takes one quantum state p to a linear combination of itself

and the maximally mixed state I, based on the strength parameter A4,

/. 3p p p p
E() = 1-— I]I; E1 = \/;Gx; E2 = \/;Gy E3 = \/;O'Z, (24)

2.3.3 Amplitude Damping

The amplitude damping noise channel models the energy dissipation in a quantum channel. The

kraus operators for the transformation are represented as follows [9].
1 0 0
Eo = T 2.5)
0 1—-p 0 O

2.3.4 Quantum bit error rate

Quantum channel used by Alice and Bob for QKD protocols are afflicted with noise, resulting

key generated at Alice’s end will differ from key generated at Bob’s end. The metric defined to

12



measure this error is called Quantum bit error rate (QBER), and is given by,

Number of erroneous key bits

QBER = (2.6)

Number of same measurement bases for Alice and Bob

Number of erroneous key bits for either Alice or Bob

QBER (for BBM92) = 2.7)

Number of same measurement bases for Alice and Bob

2.4 Machine Learning Tools

Machine Learning algorithms learn from data and used to predict the outcome without explicitly
programmed. Supervised machine learning is a class of problems where you can classify the
unlabeled data. Here we take a data set with known feature values, label them corresponding
classes and use these data to predict the class of the new dataset. Test set is the Subset of data which
is used to identify the pattern and train the model to evaluate the result. Data can be represented
in a two dimensional space. The co-ordinate of the data points are called feature. Feature is an

individual measurable property or characteristic of a data set.

2.4.1 K-nearest Neighbor Classifier

The K-Nearest Neighbors (KNN) algorithm [2, 10, 11] is one of the most basic yet effective meth-
ods used in machine learning for both classification and regression tasks. This algorithm operates
on the assumption that data points belonging to the same class are clustered together and here, the
dataset is classified using two features. It classifies a new data point by examining the K nearest
neighbors and assigning the majority class among them. The value of K depends on the dataset; if
the data contains significant noise or outliers, choosing a higher K value is preferable. Additionally,

it is recommended to use an odd value for K to minimize ties in classification.

2.4.2 Linear Support Vector Machine

The Linear Support Vector Machine (SVM) algorithm [4, 12, 13, 14] works by selecting a hy-
perplane or line that separates two classes of data points. The chosen boundary effectively dis-

tinguishes between the classes. It determine the optimal decision boundary by considering the

13



extreme data points, known as support vectors. Support vectors are data points that are close to the
opposing class. Margin is the distance between support vectors of each class. SVM can choose the

best hyperplane that maximizes the margin. It is also called Maximum Margin Classifier.

2.4.3 Gaussian Naive Bayes Classifier

The Gaussian Naive Bayes model [3, 15, 16] is based on features that follow a Gaussian distribu-
tion. This method is called *naive’ because it assumes that the variables or features are independent,
which is rarely the case. To apply this model, calculate the mean, standard deviation, and variance
of each feature in the dataset. Using the probability density function, the algorithm computes the
likelihood (posterior probability) for each test sample across all features in the dataset. Finally, the

likelihood values, along with an initial prior assumption, are used to make predictions.

Fx) = e 207 (2.8)

2.4.4 Principle Component Analysis

Principle component analysis [17] or PCA reduce the dimensionality of a large data set to prin-
ciple component that retain most of the original information. The first principle component will
be on the x axis and the second one on the y axis. Mostly used in data pre-processing for ma-
chine learning algorithm and application. PCA helps retain the most critical features from a large
dataset, preserving essential information while reducing complexity, which can improve model
performance. This principle components are linear combinations of original variables that have
maximum variance compared to other linear combinations. The first principal component captures
the highest variability in the dataset, preserving the most information. No other principal compo-
nent can exceed its variability, while the second principal component (PC2) accounts for the next

highest variance and remains uncorrelated with PCI1.

14



2.5 Distribution Parameters

In probability and statistics, distribution parameters are values that define the characteristics of a
probability distribution. These parameters determine the shape, spread, and central tendency of the

distribution.

1. Mean

Average of the distribution.

Zr'l_1 Xi

!
I
1

(2.9)

where: X is the mean
x; is each value in the dataset

n is the number of values in the dataset.

2. Median
The most frequent value in a distribution. mode is the middle value in a distribution: The
formula for the median depends on whether the dataset has an odd or even number of obser-

vations. For an even number of observations:

Xin\+X(n 1
Median = w (2.10)
For odd number of observations:
Median :x(%) (2.11)

where:
x; represents the i-th ordered value in the dataset,

n is the number of observations in the dataset.

3. Mode

The middle value of the distribution if arranged in increasing or decreasing order.

4. Standared Deviation

15



Measure that indicate how much data scatter around the mean.

=

1
N !

1

o= (x; — )2 (2.12)

1

Where:

o is the standard deviation

N is the number of data points
x; 1s each individual data point

U is the mean of the data.

. Area under the curve

A :/bf(x)dx (2.13)

where:
A is the area under the curve
f(x) is the function representing the curve

a and b are the limits of integration.

. Kurtosis It is a measure the peakness of a frequency distribution.Kurtosis helps to under-

stand the tailedness or sharpness of the peak of a distribution.

nYi ) (x—x)*

K=
(XL (5 —%)2)°

(2.14)

n is the number of data points
x; are the data points

X is the mean of the data points.

. Skewness
Skewness is the measure of asymmetry or bias of the distribution. It helps in understanding

the direction and extent of the deviation from normal distribution.

nYr(x—x)?

S =
(X (i —0)2)*?

(2.15)

n is the number of data points

x; are the data points

16



X is the mean of the data points.

2.6 IBM Qiskit

Qiskit [18] is designed for working with quantum computers at the level of circuits, algorithms,
and application modules. It is a high-performance software stack built to help developers and
researchers harness the full power of quantum computers at the utility scale and beyond. The SDK
includes high-performance tools and services such as the Qiskit Runtime Service, which enables
optimized computations on IBM Quantum computers through the cloud using primitives. The
Qiskit Transpiler Service provides state-of-the-art heuristics and Al-powered methods that enhance
performance for common quantum circuit optimization tasks. Qiskit functions as a catalog of IBM

and third-party services

2.7 Singular Value Decomposition of Random Matrix

Every m x n matrix factors in to

A=UxvT
[19]
(o] 0 0 “ N
'
T T 0 o 0 !
U= (18] Up |, Y= . ) V=
I l ' Vi —
0 0 o, "
where:

* U is an m x m orthogonal (or unitary) matrix.
e Y is an m X n diagonal matrix of singular values.

* V is an n x n orthogonal (or unitary) matrix.

where the singular values satisfy:

17



o] >0p>..>0,>0.

» Unlike eigenvalues, singular values are always real and non-negative, making them useful

in applications like image compression and noise reduction.

2.8 Bayesian Optimization

Bayesian Optimization is a method of optimizing a black box function by creating a surrogate
function from randomly chosen data points [20]. An additional data point can be added using an
acquisition function, and the surrogate function is then re-evaluated. This loop continues until the
maximum of the surrogate function does not change, the variance falls below a threshold, or the
function is exhausted. This method helps find the minimum or maximum of a black-box function.
The acquisition function finds the optimal point by balancing the trade-off between exploration

and exploitation.

18



Chapter 3

Detection of Noise in QKD Protocols from
QBER

Noise in the quantum key distribution (QKD) protocol introduces errors in the generated key. The
proposed protocol considers two different QKD schemes under three distinct noise channels in
various scenarios. I use the Quantum Bit Error Rate (QBER) as a metric to assess noise in a QKD

system, focusing primarily on the BB84 and BBM92 protocols.

3.1 Noise Classification in Quantum Channel

In this work, I consider three different noise channels that affect the key distribution scheme:
amplitude damping noise, bit-flip noise, and depolarizing noise. For this analysis I use operator-
sum representation of quantum noise channels that models the impact of noise on a quantum state

p as follows,
&(p) =Y EwpE,, (3.1)
k

[9] where, operators Ej are the operational elements satisfying ), E;Ek = I. The complete set of
operators {Ej} provides a framework for analyzing different quantum noise effect in the Hilbert
space of the quantum state itself. This work uses the operator sum representation to compute the
effect of different noise channels on the QKD schemes in different scenarios by employing the

kraus operators for different noise. consider the impact of noise in quantum channel during the

19



transfer of qubits from Alice to Bob. Assuming no noise is present in the preparation and measure-

ment stage of qubits. I simulated 16 qubit BB84 protocol under the impact of bit-flip and amplitude

damping noise under operator-sum representation of both the noise channel in python.

The transformation of each qubit state in BB84 protocol under different noise channel and mea-

surement basis 1s shown in the tables 3.1 and 3.2

Bit| Alice’s basis p E(p) Bob’s basis |RP(’0")|RP(’1’)
s |y e 10 1—=p0 . e
0’ |{Computational ((} “) ( 0 T—’) Computational| 1 —p P
"1’ |Computational 00 p 0 Computational 1 —

Jomp on 01 01— p Jomp 0 p p
0’| Diagonal 5 (} i) 3 (i i) Diagonal 1 0

1 —1 1 —1

s Diagonal % (_1 1 ) % (_1 1 ) Diagonal 0 1

Figure 3.1: BB84 QKD protocol: State transformation when basis matches under Bit-flip channel,
RP(’0)-retrieval probability of Bob’s key as ’0’, RP(’ 1) retrieval probability of Bob’s bit being’1’,
p represents the noise strength parameter
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Figure 3.2: BB84 QKD protocol: State transformation when basis matches under Amplitude damp-
ing channel, RP(’0’)-retrieval probability of Bob’s key as ’0’, RP(’1°) retrieval probability of Bob’s

bit being’1’, p represents the noise strength parameter
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From the table it is evident that, due to the noise in the quantum channel, Bob has a finite
probability of measuring the key bit as ’1°, despite his measurement basis being same as Alice also
One can also infer from fig. 3.1 and fig. 3.2, that the errors generated in Bob’s key can differ if the

underlying noise in the quantum channel is different.

The method of classification of quantum noise channel from QBER is as follows.

1. Simulated secret key through BB84 protocol under different noise effects using operator-
sum representation on density matrix of the quantum state. To generate a key, the process is

repeated 16 times and computed the QBER as given.

2. Repeated the key generation process 200000 times for each noise type with random noise
strength of the channels for each transfer, accumulating a list of 200000 QBER values for
both types of noises.

3. Created individual histograms with 10 bins for QBERs generated due to amplitude damping
noise and bit-flip noise, by dividing our data into multiple blocks (say m) for each noise,
such that, each histogram contains n = w QBER distributions.

4. Plotted the average of all the histogram for bit-flip and amplitude damping noise. The distri-

butions, on their own, are not distinguishable properly fig 3.3.

—+— Amplitude Damping Noise
600 1 —}— Bit Flip Noise

Number of Qbers in Individual bins
w
(=]
o

T T T T T T T
0.1 0.2 0.3 0.4 0.5 0.6 0.7
QBER

Figure 3.3: Average Histogram distribution of QBERs (only tip is shown) with bit-flip and ampli-

tude damping noise are applied to a quantum channel
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Figure 3.4: PCA of the data set is presented. In this dataset, the first three elements can explain
91% of the data-variance.

5. Chosen seven different features of the histogram distributions as an input to our classification
model- mean, median, mode, standard deviation, skewness, kurtosis, and area under the

curve and generated a labeled dataset of 2 x m data.

6. To increase the number of data points in our dataset, with no loss of generality, we shuffled
the original dataset randomly 100 times, and repeated the histogram analyses, to finally

create a larger dataset of 2m x 100 entries.

7. Calculated the PCA of the data set and used the first three principle component to train the

supervised machine learning models, fig 3.4.

8. Dataset is divided into training set and test set with a 7:3 ratio. Applied three different super-
vised classification models; K-Nearest Neighbor (KNN), Gaussian Naive Bayesian (GNB),
and Support Vector Machine (SVM) on the training set.

9. Applied the models on the test dataset to compare the accuracy of classification. Represented

the accuracy of our classification method for training and test datasets.

3.1.1 Result and Discussion

The Accuracy of training and Test data set for different values of m and n are shown in the fig 3.5
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# Data-instances|# QBERs per histogram|ML model|Train Acc|Test Ace
40000 1000 KNN 87.9% 7%
GNB 71.9% 72%
SVM 77.1% 77.2%
20000 2000 KNN 92% 87%
GNB 58.5% 56.9%
SVM 82.9% 82.5%
10000 4000 KNN 97% 96%
GNB 67% 64%
SVM 92.5% 91.5%

Figure 3.5: Accuracy comparison for quantum noise channel classification with classical machine
learning model, k = 2, and SVM with rbf kernel, degree 4 an GNB for all the analysis

Actual Predictions KNN Actual Predictions KNN
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PCA 1 PCA 1
(a) Training data (b) Test Data

Figure 3.6: Classification of quantum noise channels in QKD (BB84) protocol for training(a) and
test data(b), trained by K-Nearest Neighbors (KNN), Gaussian Naive Bayes (GNB), and Support
Vector Machine (SVM) classifiers. 0’ and ’1° respectively represent amplitude damping noise and
bit-flip noise. Here m and n used is 50 and 4000 respectively. PCA1 and PCA2 refers to the

Principal Components of the data set

Here, Alice and Bob are remotely located, and they communicate through a quantum channel.
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From the fig 3.5 it is evident that, the accuracy of the training and test data depends on the m
and n value. However, KNN with k = 2 provides the best results for both training and test cases
with 97% accuracy for training set and 96% accuracy for the test set, when the dataset contains a
total of 5000 instances per noise, but each QBER histogram distribution contains 4,000 entries. For
the other two cases as well, we see KNN provides better accuracy than SVM (rbf kernel, degree=4)
and GNB. From fig 3.6, we could observe that the training and test data set are overlapping. For

overlapping data set KNN provide better accuracy.

histogram distribution of quantum bit error rates (QBERs) originating due to amplitude damping
and bit-flip noises have overlapping characteristics, leading to classification with high accuracy
possible only with K-nearest neighbor classifier. Further, we have shown that the classification
accuracy increases if we assign more data to analyze the histogram features, instead of having a

larger dataset.

3.2 Noise Classification in Gate- based Quantum Computers

Gate based quantum computing uses quantum gates to solve problems by levaraging space and
time advantages of quantum algorithms over classical algorithms. Here I present the protocol de-
signed to classify the Bit-flip and depolarisation noise in Preliminary QKD protocols, BB84 and
BBM92.

Here Alice and Bob posses two different qubits of a noisy gate-based quantum computer

The fig 3.7 shows the protocol for classification.
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BBE4({BBEM92) protocol is repeated for
200,000 times under depolarizing and |:>
bit-flip noise channels each.

A dataset of QBERs with 200,000
entries is prepared for both noise
channel.

Repeated 100 times

The original QBER
dataset of 200, 000
entries is shuffled
randomly.

into 200 sets of 1000
data.

|

The dataset is divided

Each set is binned into 10
|:> bins, and an average
histogram distribution is
extracted for each noise.

The distinction between
two histogram
distribution is noted.

A new, labelled dataset for

classifying the noise <:|

channels is prepared with
six features, two output
classes and 200 entries.

I

The relevant features for
distinguishing the noise
channels are identified.

An analysis of the
distributions is done
through studying its
parameters.

___________________ R

Different Machine
learning models are
implemented for
classifying the noises.

A labelled dataset for A dimensional reduction of

cl ¢ the noise |:> features is done using PCA, :>
channels is prepared with and two relevant features

20000 features. are identified.

Figure 3.7: Novel protocol for classifying the noise channels in QKD in gate based quantum

computer

3.2.1 Methodology

1. Implemented the 16 qubit BB84 and BBM92 quantum key distribution protocols in Qiskit
SDK offered by IBM and generated the final secret key.

2. Added the depolarizing and bit-flip noise model in the key distribution protocol and gener-

ated the erroneous key.

3. Computed the QBER value using the actual and incorrect keys for the BB84 and BBM92 .
Plotted the QBER distribution for 1,000 QBER values using 10 bins for both noise models.

4. Plotted the average histogram of 200 QBER distributions for both QKD protocols and ana-

lyzed the distribution differences for each noise model.

5. Calculated the seven distribution parameters(mean, median, mode, standard deviation, skew-

ness, kurtosis, area under the curve) for both distribution.
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Figure 3.10: BB84 QKD: Average of 200 QBER distribution for bit-flip and depolarising model
with 10 bins, each distribution conatins 1000 QBER values.
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Figure 3.11: BBM92 QKD: Average of 200 QBER distribution for bit-flip and depolarising model
with 10 bins, each distribution contains 2000 QBER values.
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6. Eliminated the mean for future studies, as it is similar for both distribution.

7. Performed the principal component analysis on the 6 featured to produce the two principal

components. which was used to train the machine learning model.

8. 70% of the data is kept as a training set and 30% of the data set is kept test set.

9. Trained the Gaussian Naive Bayes classifier, K- Nearest neighbors, Support vector machine

models using the data sets.

10. Classified the depolarizing and bit-flip noise for the BB84 and BBM92 quantum key distri-

bution protocol.

3.2.2 Result and Discussion

As amplitude damping was not readily available in Qiskit at the time of this work, it was not
included. Readout error was also not considered when simulating the QKD. Here, the difference
in distribution for both noise effects is distinguishable for both noise models, unlike in a quantum
channel. This difference arises due to the distinct sources of noise, primarily originating from

errors introduced during gate operations.

The first principal component covers 93% of the variation. We trained KNN (k=2), Linear
SVM, and GNB classifiers using a training set of 14,000 data points and tested them on a dataset
of 6,000 data points. For BBM92, a dataset of 40,000 data points was used.

Fig 3.14 represents the accuracy of the training set and test set for both QKD protocols, showing
99.9% accuracy on both the test dataset and training dataset for classifying the noise. The high
accuracy on the test set is due to the distinguishable differences between the statistical parameters

for each class in both protocols
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Figure 3.12: BB84: Trained K-Nearest Neighbors (KNN), Gaussian Naive Bayes (GNB), and
Support Vector Machine (SVM) classifiers. PCA1 and PCA2 refers Principal Component Compo-
nents. 0’ and 1’ represent amplitude damping noise and bit-flip noise respectively.
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Figure 3.13: BBM92 Classification of test-set data with trained K-Nearest Neighbors (KNN),
Gaussian Naive Bayes (GNB), and linear Support Vector Machine (SVM) classifiers. PCA1 and
PCAZ2 refers to the Principal Components.
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QKD |# Data-instances|# QBERs per histogram|ML model|Train Acc|Test Acc
BB&4 20000 1000 KNN 99.9% 99.9%
GNB 99.9% 99.8%
SVM 99.8% 100%
BBM92 40000 2000 KNN 99.8% 99.7%
iNB 99.7% 99.6%
SVM 99.7% 99.6%

Figure 3.14: Accuracy comparison for quantum noise model classification with classical machine
learning models. We have used the KNN model with k = 2, and SVM with linear kernel for all the

analysis.

In case of gate-based quantum computer, where the noises attacks only the gates used, the
distributions have non-overlapping features, leading to even a 100% accuracy with liner SVM. We
have also shown that this observation is independent of the choice of QKD protocol. In future, we
plan to extend our study to mixed noise channels, as well as study the performance of our protocol

using real data.
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Chapter 4

Noise Mitigation Strategies According to the
Detected Noises

Earlier methods shows how to classify the noise in QKD. Here I explains our new method to
mitigate the noise based on the identified noise. This helps to increase the efficiency of the protocol

for generating key.

4.1 Mitigation of Noise in Quantum Channel

The following method describe the way in which the we can mitigate the noise in QKD by gener-

ating the large number of key.[1]
1. Generate the ideal key matrix of m rows and / column. Each row represents a key of /
elements.

2. Assign noise strength parameter value to a variable p. Implement the noisy key generation
using operator-sum of depolarization noise over the density matrix formalism of quantum

state leading to a noisy key matrices of m rows and / column.
3. Create n noisy matrices by using this method.

4. Take the zeroth row of n matrix and create another matrix by putting it in each row. which
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creates a n X [ matrix. Did this for all the row of m x [ matrix leading to form m matrix of

n X [ dimension.

5. Perform singular value decomposition of each matrix and reconstruct the matrix by keeping

only the first singular value of the diagonal matrix.

6. Taken the average of each column of all the reconstructed matrix which gives m rows. Create

the m x [ denoised matrix.

7. Fix the cut off value. Transform all the element in the final matrix to O if it is less than cutoff

and to 1 if it is equal or above than the cut off.

8. Measure the positional ambiguity which is the equivalent of gber in term of matrix of keys.
Which is Number of mismatched values between ideal matrix and the final matrix divided

by the total number of elements in the key.

4.1.1 Result and Discussion

I have plotted the positional ambiguity under depolarizing noise for different values of the noise

strength parameter, the number of noisy matrices, the key length, and the number of keys in a noisy

matrix (p, n, 1, m).

Cutoff vs. Positional Ambiguity for Different noise parameters
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Figure 4.1: Depolarization noise: change of average positional ambiguity when the cut off varies,

at noise strength parameter changing from 0.0 to 1 with an interval of 0.1.
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Average Ambiguity vs. Cutoff (different noise in each noisy matrix)
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Figure 4.2: Variation in positional ambiguity vs cutoff when different noise strength parameters

are randomly assigned to 50 noisy matrices

Average Ambiguity vs. Cutoff (different noise in each row)
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Figure 4.3: Variation in positional ambiguity vs cutoff when different noise strength parameters

are randomly assigned to each key in all noisy matrices.

Figures 4.1, 4.2, 4.3, and 4.4 shows that a cutoff of 0.5 results in the minimum positional am-
biguity, regardless of the noise strength parameter and its distribution. Additionally, the positional

ambiguity increases with the noise strength parameter, as expected.
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Average Ambiguity vs. Cutoff (different noise in each element)

2.5

2.04

=
wn
L

Average Ambiguity
I
=]
|

0.5 4

0.0 { —+— Average Ambiguity

0.0 0.2 0.4 0.6 0.8 10
Cutoff

Figure 4.4: Variation in positional ambiguity vs cutoff when different noise strength parameters

are randomly assigned to each element of each key in every noisy matrix.

Cutoff vs Positional Ambiguity (p=0.9) for different number
of key length(m)
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Figure 4.5: Depolarization noise (p = 0.9): Average positional ambiguity vs cutoff as the number

of keys (m) varies from 50 to 300 in increments of 50.

Figure 4.5 shows that even with different numbers of keys in a noisy matrix, a cutoff of 0.5
results in the minimum positional ambiguity. As the m values increase the average positional

ambiguity decreases.

34



—+— number of rows in one matrix=10

guity

w

Positional_ambi
~N

1
0
20 40 60 80
Number of noisy matrices
5 —+— number of rows in one matrix=20
4
Z
El
>
23
3
&
5
2
82
E
S
e
1
[
20 40 60 80
Number of noisy matrices
5 . .
—+— number of rows in one matrix=30
4
Fol
>
23

Positional_ambi
~

1
0
20 40 60 80
Number of noisy matrices
5
—— number of rows in one matrix=40
4

guity

Positional_ambi
~

1
0
20 40 60 80
Number of noisy matrices
5 R R
—— number of rows in one matrix=50

4
2
=l
23

Positional_ambi
~

20 40 60 80
Number of noisy matrices

Figure 4.6: Depolarization noise:p=0.7, Positional ambiguity when the number of matrix n varies

from 10 to 50.
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Figure 4.7: Depolarization noise:p=0.8, Positional ambiguity when the number of matrix n varies

from 10 to 50.
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Figure 4.8: Depolarization noise:p=0.9, Positional ambiguity when the number of matrix n varies
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To achieve minimum positional ambiguity, the number of noisy matrices should be at least
60 or more for a noise strength parameter p= 0.7. As p increases the number of noisy matrices

required to minimize error also increases. For p= 0.8, n = 80 and p=0.9, n=400.

The BB84 and BBM92 protocol in quantum channel has gaussian noise distribution. During
the singular value decomposition of the noisy matrix each singular value signifies the Certain
degree of information about the matrix including certain amount for noise. During reconstruction
we have to identify that which all eigen values we have to choose in order to minimize the noise.
i.e We have to choose the singular values which has gaussian noise which give results mean 0,
which is zero noise. In this case the first element it self give the major information component with
least noise, resulting least positional ambiguity, creating a efficient method of mitigation can be

performed independendly regarding the type of noise.

4.2 Mitigation of Noise in Gate-based Quantum Computer

As mentioned earlier, noise mitigation in QKD protocols on gate-based quantum computers can be
achieved using singular value decomposition and noisy matrices, followed by Bayesian optimiza-

tion.

4.2.1 Methodology

1. Implementing BB84 in IBM qiskit model and Generated the ideal key matrix of m rows and

[ column by padding with 0’s when a key was shorter than the maximum key length.

2. Generate n noisy key matrices by applying the noise model to the protocol. Create n noisy

matrices by using this method.

3. Take the zeroth row of n matrix and create another matrix by putting it in each row. which
creates a n X [ matrix. Do this for all the row of m x [ matrix leading to form m matrix of
n % [ dimension. Perform singular value decomposition of each matrix and reconstruct the

matrix by keeping only the first singular value of the diagonal matrix.

4. Take the average of each column of all the reconstructed matrix which gives m rows. Create

the m x [ denoised matrix.
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5. Fix the cut off value. Transform all the element in the final matrix to O if it is less than cutoff

and to 1 if it is equal or above than the cut off.

6. Measure the positional ambiguity which is the equivalent of QBER in term of matrix of keys.
Which is Number of mismatched values between ideal matrix and the final matrix divided

by the total number of elements in the key.

7. Defined the cost function as positional ambiguity, dependent on cutoff and sigma values.

Optimized it using Bayesian Optimization over 100 iterations.

4.2.2 Result and Discussion

With this method, the positional ambiguity reduced from 0.346 to 0.336 after 20 iterations and
then leads to saturation. Due to the unsatisfactory results, I did not pursue this method further.

Convergence plot
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Figure 4.9: Variation in Positional Ambiguity with Increasing Iterations in Bayesian Optimization

This method of Singular value decomposition of the noisy matrix is not giving a good result in
gate based quantum computer. So I performed Bayesian optimization to reduce positional ambi-

guity. But does not yield significant good results.
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Chapter 5

Devising a Novel Quantum Key Distribution

Protocol

5.1 Protocol

I am planning to propose a novel quantum key distribution protocol where the idea is to create a 3

qubit superposition state between alice and bob as shown here.

1

N (1000) +|001) +[010) + [011) + |100) +|101) + [110) 4 [111)) (5.1)

where Alice perform unsharp measurement with gaussian effect operator. and the standered
deviation of the measurement outcome is shared between alice and bob which as the secret key.

we hope that once formalized this protocol will provide better security than the customary protocol.

5.2 Methodology

Alice uses a combination of two gaussian effect operators to create an entangled state from given
state it the Eq.5.1. Further she shares two of her three qubit to Bob and perform a sharp mea-

surement. By choice Alice two gaussian have different variance which depending on her sharp
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measurement, transmit to Bob. We are planning to use DQC]1(Deterministic quantum computing
with one qubit) for bobs measurement and retrieval of the variance. However it has not been fully

developed yet.
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Chapter 6

Conclusion and Future work

1. Developed a novel method for accurately classifying noise in quantum key distribution chan-

nels and gate-based quantum computers.

2. Designed an efficient technique to mitigate the identified noise in quantum key distribution

channels and low efficient method in gate-based quantum computers.

3. Currently working on developing a new quantum key distribution protocol using unsharp

measurements on a three-qubit entangled state.

Further study on each topic will be conducted.

1. Classification of mixed noise and Performance of protocol on the real data.

2. Identify why the mitigation protocol is not giving a good result in gate based quantum com-

puter.
3. Development of novel QKD
4. Planning to create a Machine Learning Assisted noise resistant Quantum key distribution

SDK, that integrate classification and mitigation protocol.

Two manuscripts explaining classification and mitigation of noise in Quantum Key distribution

protocol are under construction.
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